Windows Backup



For example’s sake, were starting with
a raw, unformatted disc

* Most likely you’ll have an NTFS disc available
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Programs and Features
Power Options

Event Viewer

System

Device Manager
Network Connections
Disk Management
Computer Management
Command Prompt

Command Prompt (Admin)

Task Manager
Control Panel
File Explorer
Search

Run

Shut down or sign out

Desktop
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o | = X

w
1 W L

Yalume

Layout

Status

Capacrty

Type File Systemn

Free Spa...

% Free

W (T

= Systermn Reserved

Simple

Basic MNTFS Healthy (B... 31.31 GBE

18.02 GB

Simple

= Disk 0
Basic
32.00 GB
Cnline

"2 Disk 1
Unknown
32.00 GB

Mot Initialized

System Res
500 MB NTH
Healthy (Sy

[nitialize Dhsk

"fou must inttizlize a disk before Logical Disk Manager can access i.

Select disks:

.

vl Diisk 1

|Use the following partition style for the selected disks:

(@) MBR (Master Boot Record)
{_JGPT (GUID Partition Table)

Mote: The GPT partition style is not recognized by all previous versions of
Windows.

oK

57 %
31 %

ary Partiticn)

_-

32.00 GB
Unallocated

B Unallocated W Primary partition
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o Disk Management

File Action View Help

Type File Systemn Status Capacrty Free Spa... | % Free

MNTFS Healthy (B... 31.31 GE 1802GB 57 %
500 MB 154 MEB 31 %

Volume Layout
= (0] Simple Basic

= Systermn Reserved Simple Basic MTFS Healthy (5...

= Nisk 1
Basic

32.00 GB 32.00 GB
Cnline Unallocated < Mew Simple Yolume...

Mew Spanned Volume...

Mew Striped Volume...
Properties

Help

B Unallocated W Primary partition
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iﬂ File Action View Help
e B HRE =M O

Yolume J Layout J Type J File System J Status J Capacity Free Spa... | % Free

MNew Simple Volume Wizard w 1802GEB 37%
154 ME 31 %

Welcome to the New Simple
Volume Wizard

Thiz wizard helps you create a simple vaolume on a diskh.

A simple volume can onhy be on a single disk.

To continue, click MNext.

B Unallocated W Primary partition

G:46 AM
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| Layout Type File System Status

| Capacity

Mew Simple Volume Wizard

Specify Volume Size

Choose a volume size that is between the madmum and minimum sizes.

Maxdmum disk space in MB:
Minimum disk space in MB:

Simple volume size in MB:

X

Free Spa...

% Free

18.02 GB
154 MEB

57 %
31 %

B Unallocated W Primary partition

G:46 AM
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| Layout Type File System Status | Capacity

Free Spa...

% Free

Mew Simple Volume Wizard

Format Partition
To store data on this partition, you must format it first.

Choose whether you wart to format this volume, and if so, what settings you want to use.

() Do not format this volume
(@) Format this volume with the following settings:

File system: MTFS

Allocation unit size: Default
g—

Volume label: Mew Yolume

Perform a quick format

[ ] Enable file and folder compression

X

18.02 GB
154 MEB

57 %
31 %

B Unallocated W Primary partition

G:47 AM
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| Layout Type File System Status | Capacity

Free Spa...

% Free

Mew Simple Volume Wizard

Format Partition
To store data on this partition, you must format it first.

Choose whether you wart to format this volume, and if so, what settings you want to use.

() Do not format this volume
(@) Format this volume with the following settings:

File system: MTFS

Allocation unit size: Default

Volume label: backups

Perform a quick format

[ ] Enable file and folder compression

X

18.02 GB
154 MEB

57 %
31 %

B Unallocated W Primary partition

G:47 AM
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iﬂ File Action View Help

as T HE =V EO

Yolume J Layout

J Type J File System J Status J Capacity

Free Spa...

% Free

Mew Simple Volume Wizard

Completing the New Simple
Volume Wizard

You have successfully completed the New Simple Yolume
Wizard.

fou selected the following settings:

Wolume type: Simple Yolume
Disk selected: Disk 1
Volume size: 32765 MB
Drive letter or path: O

File system: NTFS
Allocation unit size: Default

Wolume label: backups
Chiirk famat - Yes

To close this wizard, click Finish.

X

18.02 GB
154 MEB

57 %
31 %

B Unallocated W Primary partition

g:43 AM
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o Disk Management

File Action View Help

Layout File Systemn Status Capacrty Free Spa... | % Free

Yalume

— Simple RAW Formatting 32,00 GB 320068 100 %

- (L]
= Systermn Reserved Simple MTFS

Simple MNTFS Healthy (B... 31.31 GB 1802GB 57 %
Healthy (5... 300 MB 154 MB 3 %

= Disk 1

Basic

32.00 GE 32.00 GB
Online Formatting

B Unallocated W Primary partition
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o Disk Management

File Action View Help

Volume Layout Type File Systemn Status Capacrty Free Spa... | % Free
- (] Simple Basic MNTFS Healthy (B... 31.31 GE 1802GB 57 %
= backups ([t) Simple Basic MTFS Healthy (P... 32.00 GE N92GB  100%
= Systermn Reserved Simple Basic MTFS Healthy (5... 300 MB 154 MB 3 %

== Disk 1

Basic backups (D:)

32.00 GB 32.00 GB NTFS

Online Healthy (Primary Partition)

B Unallocated W Primary partition

aa 49 AM
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o Disk Management

File Action View Help

CE il

Volume Layout Type File Systemn Status Capacrty Free Spa... | % Free
- (] Simple Basic MNTFS Healthy (B... 31.31 GE 1802GB 57 %
= backups ([t) Simple Basic MTFS Healthy (P... 32.00 GE N92GB  100%
= Systermn Reserved Simple Basic MTFS Healthy (5... 300 MB 154 MB 3 %

== Disk 1

Basic backups (D:)

32.00 GB 32.00 GB NTFS

Online Healthy (Primary Partition)

B Unallocated W Primary partition
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Recycle Bin

= Most used Life at a glance

e
B s
. Snipping Tool
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Recycle Bin

7 o Filters \v/

Best match

At Backup and Restore (Windows 7)
Control panel

Settings
1T Backup settings
Store

* Windows Phone Message Backup

I Webroot Backup and Sync

Search suggestions

A backup - Search the w

9:50 AM
AW gm0y BB




:ﬁ; Backup and Restore (Windows 7}

A+ i <« System and Security » Backup and Restore (Windows 7)

Control Panel Home -
Back up or restore your files

W) Create a system image Backup
E;I Create a system repair disc Windows Backup has not been set up.
Restore

Windows could not find a backup for this computer.

$5E|E-_'t another backup to restore files from

Security and Maintenance

File History

0 5et up backup




Full or incremental?

Supplement with File History



£ File History

= “ 4~ & » ControlPanel * System and Security » File History w | ) Search Control Panel

Contral Panel Home

Keep a history of your files

Restore personal files File History saves copies of your files so you can get them back if they're lost or darmaged.

Select drive . File History is on
Exclude folders
Advanced settings Copy files from:  Libraries, Desktop, Contacts, and Favorites
C files to:
opyhiesto back_vista_w10 (D:)
(. 1.25 GB free of 359.% GB

Run now

Recovery

®) System Image Backup

Windows 10 Ent



) P
v Set up backup
Control Pan

Select where you want to save your backup
) Create a sys

E;I Create a sys] We recornmend that you save your backup on an external hard drive,

Save backup on:

Backup Destination Free Space  Total Size

Local Disk () [Recommended] 31.92 GB 32.00 GB

Refresh Save on a network...
See also
Security and
File History Next Cancel

9:54 AM
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& 3 Set up backup

Control Pan

What do you want to back up?
W Creat d
redle g sys

E;I Create a sys (® Let Windows choose (recommended) up backup

Windows will back up data files saved in libraries, on the desktop, and in default Windows folders.
Windows will also create a system image, which can be used to restore your computer if it stops
working. These iterns will be backed up on a regular schedule.

) Let me choose

You can select ibranies and folders and whether to include a system image in the backup.
The items you choose will be backed up on a regular schedule.

Security and

Mext Cancel

File History

aa k54 AM
. @ | _|_J_:| 3/12/2017 EE




Control Pan

W) Create a sys
W) Create a sys

o

Security and

File History

—

W Set up backup

Review your backup settings

Backup Location: Local Disk (D)

Backup Summary:

ltems Included in backup

SR All users Default Windows folders and lo...
DS}rstem image Included
Schedule: Every Sunday at 7:00 PM Change schedule

1. Asystem repair disc might be required to restore a system image. More information

Save settings and run backup

Cancel

up backup




i

W Backup and Restore (Windows 7) — U

A+ i <« System and Security » Backup and Restore (Windows 7) v | ) Search Control Panel

Control Panel Home -
Back up or restore your files

E;' Turn off schedule Backup

& Create a system image Location: backups (D:) E;'Eack up now

¥ Create a system repair disc |
31.92 GB free of 32,00 GB

= Backup size: Mot Available
H;'I"-Aanage space

Mext backup: 3/12/2017 7:00 PM

Last backup: Mever

Contents: Files in libraries and personal folders for all users and
system image

Schedule: Every Sunday at 7:00 PM
W Change settings

Restore

There are no backups saved on the current backup location. You can restore files from another
location,

——

- $5E|E-_'t another backup to restore files from

Security and Maintenance

File History




;gl -;*_@;- Backup and Restore (Windows 7)

Control Panel Home -
Back up or restore your files

) Turn off schedule
¥ Create a system image L'}-I Backup in progress...

¥ Create a system repair disc

Backup
Location: backups (D)
J
31.92 GB free of 32.00 GB
- Backup size: Mot Available
Mext backup: In progress...
Last backup: Mewver
Contents: Files in libraries and persenal folders for all users
and system image
Schedule: Every Sunday at 7:00 PM
See also Restore

Security and Maintenance

You can restore your files that were backed up on the current
File History lzcation.

A :«-_i}':- <« System and Security * Backup and Restore (Windows 7) w | ) Search Control Panel e

| ®2 View Details

1
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]
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;gl W Backup and Restore (Windows 7) — U it

A+ i <« System and Security » Backup and Restore (Windows 7) v | ) Search Control Panel 2

Control Panel Home -
Back up or restore your files

) Turn off schedule

¥ Create a system image L'}-I Backup in progress... E;‘uriew Details
¥ Create a system repair disc i
Backup
Location: backups (D) |_"_;;| Tt
J
31.92 GB free of 32.00 GB
- Backup size: Mot Available
Mext backup: In progress...
Last backup: Mewver
Contents: Files in libraries and persenal folders for all users
and system image
Schedule: Every Sunday at 7:00 PM
See also Restore
security and Maintenance You can restore your files that were backed up on the current Restore my files

File History lzcation.

0:00 AM
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i

T :i}':- <« Systermn and Security * Backup and Restore (Windows 7) v Search Control Panel o

Control Panel Home -
Back up or restore your files

|
) Turn off schedule
| ‘ :
¥ Create a system image '}i Backup in progress...

_ E;Uiew Details

|
¥ Create a system repair disc

Backup
Location: backups (D) Ba R
J
31.92 GB free of 32.00 GB
- Backup size: Mot Available
Mext backup: In progress...
Last backup: Mewver
Contents: Files in libraries and persenal folders for all users
and system image
Schedule: Every Sunday at 7:00 PM
See also Restore

Security and Maintenance

e

You can restore your files that were backed up on the current
File History lzcation.

E;:E_'-'.ZE.'- users' files "

P SElerT another BackUn 1o rectore et rrom e

10:13 AM
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W Backup and Restore (Windows 7) —

A+ i <« System and Security » Backup and Restore (Windows 7) v | 0 Search Control Panel 2
(7 I
Control Panel Home -
Back up or restore your files
) Turn off schedule
¥ Create a system image "}I Backup in progress...

= & View Details

¥ Create a system repair disc

Backup
Location: backups (D) o Back up now
J
31.83 GB free of 32.00 GB
- Backup size: Mot Available
Mext backup: In progress...
Last backup: Mewver
Contents: Files in libraries and personal folders for all users and
system image
Schedule: Every Sunday at 7:00 PM
Restore
' Restore my files
Security and Maintenance 'l'r’nu can restore your files that were backed up on the current estore my file
acation.
File History E;'-“fs'_: e all users' files

0:31 AM
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W Backup and Restore (Windows 7) —

A+ i <« System and Security » Backup and Restore (Windows 7) v | 0 Search Control Panel 2
(7 I
Control Panel Home -
Back up or restore your files
) Turn off schedule
¥ Create a system image "}I Backup in progress...

P — Mlicebicar

¥ Create a system repair disc

Backup
Location: backups (D) o Back up now
|
18.93 GB free of 32.00 GB
- Backup size: 12.96 GB
Mext backup: In progress...
Last backup: Mewver
Contents: Files in libraries and personal folders for all users and
system image
Schedule: Every Sunday at 7:00 PM
Restore
' Restore my files
Security and Maintenance 'l'r’nu can restore your files that were backed up on the current estore my file
acation.
File History E;'-“fs'_: e all users' files

11:03 AM
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W Backup and Restore (Windows 7) —

A+ i <« System and Security » Backup and Restore (Windows 7) v | 0 Search Control Panel 2

Control Panel Home -
Back up or restore your files

) Turn off schedule

¥ Create a system image Check your backup results

oo The backup completed but some files were skipped. Options
¥ Create a system repair disc
Backup
Location: backups (D) E;'Backup e
|
18,93 GB free of 32.00 GB
- Backup size: 12.96 GB
W Manage space
MNext backup: 3/12/2017 7:00 PM
Last backup: 31272017 11:05 AM
Contents: Files in libraries and personal folders for all users and
system image
Schedule: Every Sunday at 7:00 PM
W Change settings
Restore
Security and Maintenance You can restore your files that were backed up on the current Restore my files
lzcation.
File History D Restore all users' files

11:11 AM
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1 E':. <« System and Security * Backup and Restore (Windows 7) w ) Search Control Panel e

Control Panel Home -
Back up or restore your files

) Turn off schedule

¥ Create a system image

Windows Backup: Troubleshooting Options > Options

@ Check your backup results

The backup completed but some files were skipped. o Back up now
View skipped files

¥ Create a system repair disc

¥ Change backup settings

Show Details Cancel

Last backup: 342017 11:053 AM

Contents: Files in libraries and personal folders for all users and
system image

Schedule: Every Sunday at 7:00 PM
W Change settings

Restore

o

You can restore your files that were backed up on the current Restore my files
location,

File History D Restore all users' files

Security and Maintenance

11:12 AM
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P 1"‘.@. £ S.]I;tEr_‘ﬂ End S,Ef:ll[itu: 3 Eackllﬂ and EE;tﬂ[E |!|.!u.nd|j:|ﬂ|‘t il na | My Coarrh Trntrnl Danal -]
| Backup Files 2017-03-12 093356_error - Notepad — O >

File Edit Format View Help

Backup encountered a problem while backing up file C:‘\Users‘\defaultuser@\Contacts. Error:(
Backup encountered a problem while backing up file C:\Users‘\defaultuser@\Searches. Error:(

11:13 AM
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Control Pan

) Turn off sch

W) Create a sys
W) Create a sys

o

Security and

File History

—

W Set up backup

Review your backup settings

Backup Location:

Backup Summary:

Local Disk (D)

[tems

SR All users

DS}rstem image

Included in backup

Default Windows folders and lo...

Included

Schedule:

Every Sunday at 7:00 PM Change schedule

1. Asystem repair disc might be required to restore a system image. More information

Any existing system images for this machine might be overwntten.

Save settings and exit

Cancel

InE

3 Now

files

11:15 AM
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1 >
Control Pan| | 14 Set up backup
¥ Turn off sch 15
How often do you want to back up?
W) Create a sysi
¥ Create a sys| Files that have changed and new files that have been created since your last backup will be added to
your backup according to the schedule you set below. .
Run backup on a schedule (recommended)
How often: Weekly w
Dail
What day: Fﬁ—
o ey Manthly
What time: :00 PM e
les
Security and
File History OK Cancel

11:16 AM
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d v P
) ~
Control Pan | ¥ Set up backup
¥ Turn off sch 15
How often do you want to back up?
W) Create a sysi
¥ Create a sys| Files that have changed and new files that have been created since your last backup will be added to
your backup according to the schedule you set below. .
Run backup on a schedule (recommended)
How often: Weekly w
What day: Sunday w
_ Maonday
What time: Tuesday
Wednesday
Thursday
Friday
Saturday
les
Security and
File History OK Cancel

11:16 AM
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Control Pan

¥ Turn off sch
W) Create a sysi
W) Create a sysi

—
= | e~
oL

m
m

Security and
File History

12:00 AM {midnight)
1:00 AM

:‘j;:- Set up backup

How often d

Files that have ckh

your backup acc

Run backup

How often:

What day:

What time:

2:00 AM

300 AM

4:00 AM

00 AM

00 AN

700 AM

200 AM

400 AM

10:00 AR

11:00 AM

12:00 PM (noon)
1:00 PR

200 PR

300 PM

4:00 PM

200 PR

00 PRA

00 PM
.00 PM
10:00 PP
11:00 PM

OK

ed since your last backup will be added to

Cancel

10w

les

11:17 AM
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W Backup and Restore (Windows 7) —

"k :«-_i}':- « Systermn and Security * Backup and Restore (Windows 7) v Search Control Panel o
[ ] ") N
Control Panel Home
Check your backup results
& Tum off schedule The backup completed but some files were skipped. Options

¥ Create a system image

Back
) Create a system repairD ackup
R backups (D:)

Location:
]
18593 GE free of 32.00 GB

E;Eack up now

= Backup size: 12.96 GB
H;'I"-Aanage space

Mext backup: 31272017 7:00 PM
Last backup: 3/12/2017 11:05 AM
Contents: Files in libraries and personal folders for all users and
system image
Schedule: Every Sunday at 7:00 PM
W Change settings
Restore
You can restore your files that were backed up on the current Restore my files
T location,

_ _ Restore all users' files
Security and Maintenance e

o W 5elect ancther backup to restore files from
File History

11:17 AM
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4 Restore Files S
~
Control Pz
Browse or search your backup for files and folders to restore
) Turn off s¢ 5
E; Create a 5 :AII files will be restored to their latest version.

{Choose a different date
W Create a 5y

0w
Mame In Folder Date modified Search...
Click Browse for files, Browse for folders, or Search to add files to this list. Browse for files
Browse for folders
Remove
Remove a
es

1=

il WL

Security af

File Histon M et Cancel

11:18 AM
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¥* Browse the backup for folders or drives et a
#
Control Pa ik > Backup on backups (D:) » w | ) Search Backup on backups (D:) 0O
® Tumnoffs¢| Organize = S ® Is
Createas
¢ ] 7 Quick access EE_Ck'-'F'E'f'::_
% Createasy 3/6/2017 5:15 PM
B Desktop Backup .
now
ir Downloads '
=| Documents
| Pictures
J\. Music
ﬁ Videos
;_r?‘ Microsoft® Windows
Backup on backups
defaultuserl's back
Owner's backup
Folder: | I
les
o alen Add folder Cancel |
Security ar
File Histon ext Cancel

11:18 AM
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¥* Browse the backup for folders or drives s S
ﬁ
Control Pa | & v A > Backup .. » BackupofC: » v Search Backup of C Lo
® Tumnoffs¢| Organize = S ® Is
W) Create a5 _ U
7 Quick access Sers
% Createasy 3/6/201T7 2:58 PM
B Desktop Backup .
low
ir Downloads '
=| Documents
| Pictures
J\. Music
ﬁ Videos
;_r?‘ Microsoft® Windows
Backup on backups
defaultuserl's back
Owner's backup
Folder: | Backup of C: _
fes
o alen Add folder Cancel |
Security ar
File Histon ext Cancel

11:19 AM
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¥* Browse the backup for folders or drives s
Control Pa | & S <« Backup of C: » Users » v 0 Search Users F
® Tumnoffs¢| Organize = S ® Is
Createa s
¢ ] 7 Quick access defaultu_sn.?rﬂ_
% Createasy 3/6/2017 5:15 PM
B Desktop Backup .
low
ir Downloads Chwrer -
5| Documents 37972017 11:14 AM
Backup
&= Pictures
J\. Music
ﬁ Videos
;_r?‘ Microsoft® Windows
Backup on backups
defaultuserl's back
Owner's backup
Folder: | Users _
fes
o alen Add folder Cancel |
Security ar
File Histon ext Cancel

11:19 AM
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3 : M
£ Browse the backup for folders or drives et
~
Control Pa | & S « Users » Owner » v 0 Search Owner

i
1
e ke

) Turn off s¢ Organize =

% Createasy _ Contacts A
< 7 Quick access 3/6/2017 2:59 PM
Createa s et
] B Desktop Backup L
low
4 Downloads DE_EM':'F_ f
36,2017 3:23 PM
=| Documents Backup
| Pictures Documents
J"- Music 36,2017 22539 PM
Backup
ﬁ Videos
Downloads
¥ Microsoft® Window: 3/6/2017 258 PM
Backup
Backup on backups _
Favorites
defaultuserl's back 362017 2:59 PM
Owner's backup Backup
Links v
Folder: | Owner _
fes
Gee also Add folder Cancel |
Security ar
File Histon ext Cancel

11:20 AM
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Windows Recovery



As simple as ...

Typing “recover”



Backup!

Be sure you have a full image backup before
doing any major system repairs ...



|

Recycle Bin

B

o

CCleaner

0O i3] Filters \v/

Best match

L Recovery options
System settings

Settings
Recovery
Create a recovery drive
Reset this PC

Create a restore point

Backup settings

Backup and Restore (Windows 7)

Search suggestions

£ recover -

Store

Windows 10 Enterprise Evaluation
Windows License valid for 86 days
Build 14393.rs1_release_inmarket.170303-1614

5:16 AM
L recover (W) = Q AT D) g enng =)

Microsoft Edge




Settings

8 Home

Find a setting

Update & security

> Windows Update

w Windows Defender
Backup

X0 Recovery
Activation

it For developers

Fa  Windows Insider Program

Reset this PC

If your PC isn't running well, resetting it might help. This lets you
cnoose to keep s or remove them, and then reinstalls
Windows.

Get started

Advanced startup
Start up from a device or disc (such as a USB drive or DVD), change

Windows startup settings, or restore Windows from a system
image. This will restart your PC.

Restart now

More recovery options

Learn how to start fresh with a clean installation of Windows



Settings

% Home Reset this PC
Find a setting jsl If your PC isn't running well, resetting it might help. This lets you
choose to keep your files or remove them, and then reinstalls
Windows.
Update & security HECHS
Get started

> Windows Update
W Windows Defender
Backup
I XU Recovery
Activation
It For developers

Pz Windows Insider Program

Choose an option

Keep my files
Removes apps and settings. but keeps your personal files.

Remove everything
Remaoves all of your personal files, apps. and settings.




Settings

8 Home

Reset this PC

Find a setting

If your PC isn't running well, resetting it might help. This lets you
choose to keep your files or remove them, and then reinstalls

Update & security

> Windows Update

W Windows Defender
Backup

X0 Recovery
Activation

it For developers

Fa  Windows Insider Program

Windows.

Get started

Advanced startup

Start up from a device or disc (such as a USB drive or DVD), change
i ings, or restore Windows from a system

image. This will restart your

Restart now

More recovery options

Learn how to start fresh with a clean installation of Windows



Please wait



C

hoose an option

Continue
Exit and continue to Windows 10

Troubleshoot

Reset your PC or see advanced options

Turn off your PC




© Troubleshoot

Reset this PC
Lets you choose to keep or remove
your files, and then reinstalls Windows.
— |
. Advanced options




© Advanced options

System Restore

Use a restore point recorded on your
PC to restore Windows

Command Prompt

Use the Command Prompt for
advanced troubleshooting

System Image
Recovery

Recover Windows using a specific
systemn image file

Startup Settings

Change Windows startup behavior

Go back to the
previous build

Startup Repair

Fix problems that keep Windows from
loading




Preparing system restore



System Restore

Choose an account to continue.

* Owner S

Forgot your password or don't see your account?



System Restore

Choose an account to continue.

Ower

Forgot your password or don't see your account?



© System Restore

Hi, Owner

Enter the password for this account. (Keyboard Layout: LIS)

Change keyboard layout Continue




i System Restore

Restore system files and settings

System Restore can help fix problems that might be making your
computer run slowly or stop responding.

System Restore does not affect any of your documents, pictures, or
other personal data. Recently installed programs and drivers might be
uninstalled.




ystem Restore

Restore your computer to the state it was in before the selected event

Current time zone: GMT-53:00

Date and Time Description Type

3/14/2017 7:05:53 PM System Image Restore Point

Scan for affected programs




Confirm your restore point

Your computer will be restored to the state it was in before the event
in the Description field below.

Time: 3/14/2017 7:05:53 PM (GMT-3:00)
Description: Backup: System Image Restore Point

Drives:

If you have changed your Windows password recently, we recommend
that you create a password reset disk,

System Restore needs to restart your computer to apply these changes.
Before you proceed, save any open files and dose all programs.




© Advanced options

System Restore

Use a restore point recorded on your
PC to restore Windows

Command Prompt

Use the Command Prompt for
advanced troubleshooting

System Image
Recovery

Recover Windows using a specific
systemn image file

Startup Settings

Change Windows startup behavior

Go back to the
previous build

Startup Repair

Fix problems that keep Windows from
loading




Preparing System Image Recovery



System Image Recovery

Choose an account to continue.

* Owner N

Forgot your password or don't see your account?



System Image Recovery

Choose an account to continue.

Forgot your password or don't see your account?



© System Image Recovery

Hi, Owner

Enter the password for this account. (Keyboard Layout: LIS)

Change keyboard layout Continue




_,'FL_;- Re-image your computer

Select a system image backup

This computer will be restored using the system image.
Everything on this computer will be replaced with the
information in the system image.

Troubleshooting information for BMR.:
http: ffgo.microsoft. com ffwlinkfp?LinkId=225039

Location:
Date and time:
Computer:

() select




fl: Re-image your computer

Choose additional restore options

Format and repartition disks
Select this to delete any existing partitions and reformat all disks
on this computer to match the layout of the system image.

Install drivers...

If you're unable to select an option above, installing the drivers

for the disks you are restoring to might solve the prablem.

Advanced...




_,'FL_;- Re-image your computer

Your computer will be restored from the following system
image:

Date and time: 14/2017 7:05:53 PM (GMT-5:00

Computer: DESKTOP-IMAVOIQ
Drives to restore: W2 Wolume {093eee 29-0000-0000-

If the restore process is interrupted or fails to
complete, your computer might not start up(boot). If
this happens, you can use a system repair disc to fry
to restore the computer again or attempt other
system recovery options. Create a system repair disc




© Advanced options

System Restore

Use a restore point recorded on your
PC to restore Windows

Command Prompt

Use the Command Prompt for
advanced troubleshooting

System Image
Recovery

Recover Windows using a specific
systern image file

Startup Settings

Change Windows startup behawvior

Go back to the
previous build

Startup Repair

Fix problems that keep Windows from
loading

3




© Advanced options

System Restore Command Prompt
"' e Use a restore point recorded on your Use the Command Prompt for
i PC to restore Windows advanced troubleshooting

System Image Startup Settings
? Recoyery Q Change Windows startup behawvior
R Recover Windows using a specific

systern image file

Startup Repair Go back to the
blems that keep Windows from Q prE"u"iClUS bU||C|




Diagnosing your PC



Startup Repair

Startup Repair couldn’t repair your PC
Press “Advanced opticns” to try other options to repair your PC or *5hut dewn® to turn off your PC
Log file: EAWindows\System32Logfilesh\srt\SriTrail.tet

Shut down Advanced options




© Advanced options

System Restore Command Prompt

Use a restore point recorded on ye ur Use the Command Prompt for
PC to restore Windows advanced troubleshooting

System Image
Recovery

Recover Windows using a specific
systern image file

Startup Settings

Change Windows startup behawvior

Go back to the
previous build

Startup Repair

Fix problems that keep Windows from
loading




\windowshsystem32»




© Advanced options

System Restore

Use a restore point recorded on your
PC to restore Windows

Command Prompt

Use the Command Prompt for
advanced troubleshooting

System Image Startup Settings

Recovery Change Windows startup behavior
Recover Windows using a specific
systern image file k

Go back to the
previous build

Startup Repair

Fix problems that keep Windows from
loading




© Startup Settings

Restart to change Windows options such as:

= Enable low-resclution video mode

= Enable debugging mode

= Enable boot logging

= Enable 5afe Mode

= Disable driver signature enforcement

= Disable early-launch anti-mahware protection
= Disable automatic restart on system failure




You can also recover with

Recovery Media

1) From Microsoft
2) Create CD/DVD from Backup



BE° Download Windows 10 % =+ — x

e — O ‘ |E| microsoft.com/en-us/software-download,/windows10 59( | =S :/. @

Download Windows 10

Update now

We noticed you are running Windows 10. If you are looking to update to the latest version, click Update now.

Privacy

Looking to install Windows 10 on your PC?

To get started, you will first need to have a license to install Windows 10. You can then download and run the
media creation tool. For more information on how to use the tool, see the instructions below.

Download tool now

Privacy

@ Using the tool to upgrade this PC to Windows 10 (click to show more or less information)
@ Using the tool to create installation media (USB flash drive, DVD, or ISO file) to install Windows 10 on a different PC (click to show more or less information)

@ More download options

@ Give feedback

What do you want to do with MediaCreationTool.exe (17.4 MB)?
From: download.microsoft.com

Save Save as Cancel X




https://www.microsoft.com/en-us/software-download/windows10

Use Microsoft browser — Edge or Internet Explorer

|E still available in W10

You can also boot from the recovery media, thus allowing you to repair
or re-install Windows 10
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Desktop 'J'___' Documents
lr Downloads l J

=| Documents
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J? Music
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~ Devices and drives (2)

Local Disk: (C:)
I

17.9 GB free of 31.5 GB

L This PC
B Desktop
=| Documents
4 Downloads
J? Music
&= Pictures
ﬁ Videos
= Local Disk ()

B3 CD Drive (Dx) ESI
v

2 items 1 itermn selected

J i

i Downloads

Pictures

Open
mew window
Pin to Cuick access

A C Ea Scan with Windows Defender...

Share with >
Pin to Start

Eject

Copy

Create shortcut

Properties
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Bl 0bytesfree of 3,26 GB
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“ Home Share View Manage ﬂ
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## Quick access

B Deskiop I:n:.ucut 9/10/20 I% f:%? AM F?|E folder
efi 8/10/2015 2:58 AM File folder
¥ Downloads sources 10/13/2015 818 PM  File folder
| Documents support 9/10/2015 2:58 AM  File folder
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Jﬁ_ Music | bootmgr 7/10/2015 1:30 AM  File 38T KB
B Videos | bootmgr.efi 7/10/2015 1:07 AM  EFI File 1,126 KB
= i 9/10/2015 2:55 AM XML Document | KB
‘& Onelrive % setup 7/10/201512:40 AM  Application 79 KB
EH This PC
B Desktop
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J? Music
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= Local Disk ()
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User Account Control

Do you want to allow this app to make
changes to your device?

"M Microsoft Windows

Verified publisher: Microsoft Corporation
File origin: CD/DVD drive




Recycle Bin

£

CCleaner

O Ask me anything

2@ Windows

Preparing 38%

([

e m@a s

Windows 10 Enterprise Evaluation
Windows License valid for 86 days
Build 14393.rs1_release_inmarket.170303-1614

7:14 AM
A D) 007 %



Recycle Bin
#
CCleaner
These updates will help the installation go smoothly, and can include important fices and updated device drivers. If
you don't install these updates now, you will get them later from Windows Update.
© Download and install updates (recommended)
@® Not right now
Windows 10 Enterprise Evaluation
Windows License valid for 86 days
Build 14393.rs1_release_inmarket. 170303-1614
T:14 AM
[ 1| : s h .
H OAsk me anything 4 i ﬁ i T i) 3182017 N2)




Recycle Bin

J: 8 Windows 10 Setup

CCleaner

Getting updates

. Checking for updates

Windows 10 Enterprise Evaluation
Windows License valid for 86 days
Build 14393.rs1_release_inmarket.170303-1614

. 7:15 AM
H O Ask me anything 4 i = ﬁ ) A Q) e =)



Recycle Bin

P,

CCleaner

O Ask me anything

We're getting a few things ready

0 q m A =

Windows 10 Enterprise Evaluation
Windows License valid for 86 days
Build 14393.rs1_release_inmarket.170303-1614

7:15 AM
AR e By



| |

Recycle Bin

P>

CCleaner

Applicable notices and license terms

Please read this so you know what you're agreeing to.

Last updated July 20168
MICROSOFT SOFTWARE LICENSE TERMS

WINDOWS OPERATING S5YSTEM

IF YOU LIVE IN (OR IF YOUR PRINCIPAL PLACE OF BUSINESS IS IN) THE UNITED
STATES, PLEASE READ THE BINDING ARBITRATION CLAUSE AND CLASS ACTION

WAIVER IN SECTION 10. IT AFFECTS HOW DISPUTES ARE RESOLVED.

Thank you for choosing Microsoft!

Depending on how you obtained the Windows software, this is a license agreement

between (i) you and the device manufacturer or software installer that distributes the )

software with your device; or (ii) you and Microsoft Corporatiaon {or, based on where you '
L

live or if a business where your principal place of business is located, one of its affiliates) if

wnn acranirad tha cafhuarara fram a ratailar Micrnenft ic tha Adawvica manofactorar far Adauvicac

Decline Accept

Windows 10 Enterprise Evaluation
Windows License valid for 86 days
Build 14393.rs1_release_inmarket. 170303-1614

Q t A T ) T:15 AM

- O Ask me anything 4 [ o %




Recycle Bin

84 Windows 10 Setup

CCleaner

Choose what to keep

You will be able to manage your Windows settings.

Your settings and apps will be deleted, but your files will be kept.

Everything will be deleted, including files, apps, and settings.

Your files, apps, and settings can't be kept because you're installing an edition of Windows that's different than the

one you're currently using.

Windows 10 Enterprise Evaluation

Windows License valid for 86 days

Build 14393.rs1_release_inmarket.170303-1614
7:16 AM

H O Ask me anything & [ (] ﬁ o A =) 3/18/2017



Recycle Bin
J: 8 Windows 10 Setup
CCleaner
Getting updates
This may take a few minutes,
* Checking for updates: 11%
2 (O Askme anything d 1

Windows 10 Enterprise Evaluation
Windows License valid for 86 days
Build 14393.rs1_release_inmarket.170303-1614

717 AM
AR e B



Recycle Bin

J: 8 Windows 10 Setup

CCleaner

Making sure you're ready to install

This will take a few minutes.

* Please wait

Windows 10 Enterprise Evaluation
Windows License valid for 86 days
Build 14393.rs1_release_inmarket.170303-1614

7:17 AM

2 (O Askme anything d = ﬁ ) AT D) ey =)



Recycle Bin

J: 8 Windows 10 Setup

CCleaner

Making sure your PC has enough space

Windows 10 Enterprise Evaluation
Windows License valid for 86 days
Build 14393.rs1_release_inmarket.170303-1614

7:18 AM

2 (O Askme anything d = ﬁ ) AT D) o7 =)



Recycle Bin

J: 8 Windows 10 Setup

CCleaner

Ready to install

You won't be able to use your PC while W

Windows installs. Save and close your files before you begin.

To recap, you've chosen to:

v Install Windows 10 Enterprise Evaluation

v Keep nothing

Windows 10 Enterprise Evaluation

Windows License valid for 86 days

Build 14393.rs1_release_inmarket.170303-1614
7:18 AM

2 (O Askme anything d = ﬁ ) AT D) o7 =)



Installing Windows 10

Your PC will restart several times. This might take a while.

5% complete

Cancel



Installing Windows 3%
Don't tum off your PC. This will take a while.

Your PC will restart several times.



Robocopy



Use Robocopy to ...

* List everything
* Copy everything (and fast!)

* Delete everything — including protected, non-

accessible files and folders



Press any key to boot from CD or DUD. _




4 Windows Setup

o= Windows'

Language to install:|EEng|ish (United States)

Time and currency format: [ IE L TEL RS 1

Enter your language and other preferences and click "Mext” to continue.

& 2016 Microsoft Corporation. All rights reserved.




4 Windows Setup

o= Windows

Install now

Repair vc%r computer

& 2016 Microsoft Corporation. All ights reservez:




Choose an option

Continue
Exit and continue to Windows 10

Troubleshock
Reset your PC or see advanced options

Turn off your PC



© Advanced options

System Restore — Command Prompt
Use a restore point recorded on your Use the C&nmand Prompt for
PC to restore Windows advanced troubleshooting

Go back to the
previous build

System Image
Recovery

Recover Windows using a specific
systern image file

Startup Repair

Fix problems that keep Windows from
loading




Administrator X\windows\SYSTEM32\cmd. exe
icrosoft Windows [Version 18.8.14393]

W Sources»

We need to get the drivetletters — not
necessarily the ones shown when
Windows is running.







:\Sources»diskpart

icrosoft DiskPart version 18.98.14393.8

opyright (C) 1999-2813 Microsoft Corporation.
On computer: MININT-G61DASF

DISKPART >




:\Sources»diskpart

icrosoft DiskPart version 18.98.14393.8

opyright (C) 1999-2813 Microsoft Corporation.
On computer: MININT-G61DASF

D:[@list disk )

Disk ### Status Size

Online 32 GB
Online 48 GBE 1824 KB

Online 25 GB -]




:\Sources»diskpart
icrosoft DiskPart version 18.98.14393.8

opyright (C) 1999-2813 Microsoft Corporation.
On computer: MININT-G61DASF

DISKPART> list disk
Disk ### Status
Disk @ Online

Disk 1 Online 1624 KB
Disk 2 Lipe a8 B

DISKPART> list volumeg




:\Sources»diskpart
icrosoft DiskPart version 18.98.14393.8

opyright (C) 1999-2813 Microsoft Corporation.
On computer: MININT-G61DASF

DISKPART> list disk
Disk ### Status
Online

Online 1624 KB
Online

Volume CENA_XB64FRE Healthy
Volume System Rese Partition Healthy
Volume Partition Healthy
Volume back wvista_ Partition Healthy

Vista_ Home Partition Healthy




o 3to .
icrosoft Windows [Version 18.8.14393]

:\Sources»diskpart

icrosoft DiskPart version 16.8.14393.8

opyright (C) 1999-2813 Microsoft Corporation.
On computer: MININT-MT1ETRA

DISKPART» list disk

Disk ### Status

Online
Online
Online

DISKPART> list volume

Volume
Volume
Volume
Volume
Volume

DISKPART> exitg

CENA_X64FRE
System Rese
W18 Ent_64
back vista_
Vista_ Home

1824 KB

Partition
Partition
Partition
Partition

Healthy
Healthy
Healthy
Healthy
Healthy




ZSources»md d:\vista

Started : Wednesday, March 15, 2817 6:33:57 AM

Usage ::

source ::
destination ::
file ::

:: Copy options :

/s
fE ::
JLEV:nm ::

fZ

/B

fZB ::

f3
FEFSRAW ::

/COPY: copyflag[s]

ROBOCOPY source destination [file [file]...] [options]

Source Directory (drive:\path or \\server\share\path).
Destination Dir (drive:\path or \\server\share\path).
File(s) to copy (names/wildcards: default is "*.*").

copy Subdirectories, but not empty ones.
copy subdirectories, including Empty ones.
only copy the top n LEVels of the source directory tree.

copy files in restartable mode.

copy files in Backup mode.

use restartable mode; if access denied use Backup mode.
copy using unbuffered I/0 (recommended for large files).
copy all encrypted files in EFS RAW mode.

: what to COPY for files (default is /COPY:DAT).

: D=Data, A=Attributes, T=Timestamps).



FUNILOG:file :: status to LOG file as UNICODE (overwrite existing log).
FUNILOG+:file :: status to LOG file as UNICODE (append to existing log).

/TEE :: to console window, as well as the log file.

/NIH 1 Header.
/NS o summary .

FJUNICODE :: status as UNICODE.

Job Options

/JOB:jobname :: take parameters from the named JOB file.
/SAVE:jobname :: SAVE parameters to the named job file
fQUIT :: QUIT after processing command line (to view parameters).
fNOSD :: MO Source Directory is specified.
/NODD :: NO Destination Directory is specified.
fIF :: Include the following Files.

Remarks

Using /PURGE or /MIR on the root directory of the volume will
cause robocopy to apply the requested operation on files inside
the System Volume Information directory as well. If this is not
intended then the /XD switch may be used to instruct robocopy
to skip that directory.

\Sources>robocopy /2




:\Sour@py F:\ diwwista fe Jw:il fril fxjd S /x Sv s [fp >vistaD

using option “/L” to just get listing




mj vista - Motepad
File Edit Formaot View Help

ROBOCOPY Robust File Copy for Windows
Started : Wednesday, March 15, 2817 6:37:45 AM
Source @ f:y
Dest : d:‘\wistal
Files : ts
Options : /V /X /FP /L /S JE /DCOPY:DA /COPY:DAT /XID /R:1 /W:1
5 i
junction -1 f:\Documents and Settings®

New Dir 5 f:\$Recycle.Bin\
MNew Dir & f:\$Recycle.Bin\5-1-5-21-421192644-1676194-33180603231-1602"
MNew Dir 5 f:\PerflLogsh,
Mew Dir a8 f:\Program Files)
Mew Dir a8 f:\Program Files‘Common Files’
MNew Dir a8 f:\Program Files‘\Common Files‘\microsoft shared)
MNew Dir 5 f:\Program Files‘Common Files‘\microsoft shared\ink’,
Mew Dir a8 f:\Program Files‘Common Files‘\microsoft shared\ink‘ar-SA4%
MNew Dir a8 f:\Program Files‘Common Files‘\microsoft shared\ink‘bg-BGY
MNew Dir a f:\Program Files‘Common Files‘\microsoft shared\ink‘cs-CZY
Mew Dir a8 f:\Program Files‘Common Files‘\microsoft shared\ink‘da-DKY
Mew Dir a8 f:\Program Files“Common Files‘\microsoft shared\ink‘de-DEY
MNew Dir a8 f:\Program Files‘Common Files‘\microsoft sharedi\ink‘el-GRY
MNew Dir % f:\Program Files‘Common Files‘\microsoft shared\ink‘en-GBY
Mew Dir a8 f:\Program Files‘Common Files‘\microsoft shared\ink‘en-USY
Mew Dir a8 f:\Program Files‘Common Files‘\microsoft shared\ink‘es-ESY
MNew Dir %] f:\Program Files‘Common Files‘\microsoft shared\ink‘es-MxXY
MNew Dir 5 f:3\Program Files“Common Files‘microsoft shared\ink\et-EEY
Mew Dir a8 f:\Program Files‘Common Files‘\microsoft shared\ink‘fi-FI%
Mew Dir a8 f:\Program Files‘Common Files‘\microsoft shared\ink‘fr-CAY
MNew Dir a8 f:\Program Files‘\Common Files‘\microsoft shared\ink‘fr-FRY
MNew Dir 5 f:\Program Files‘Common Files‘\microsoft shared\ink‘fsdefinitions}




mj vista - Motepad

File Edit Formaot View Help
MNew Dir 5 f:\Program Files\Windows Multimedia Platform)
Mew Dir a8 f:\Program Files‘\Windows NT
Mew Dir a8 f:\Program Files‘\Windows NT\Accessories)
MNew Dir a8 f:\Program Files‘\Windows NTh\Accessorieshen-USY
MNew Dir 5 f:\Program Files‘Windows NT%TableTextService\
Mew Dir a8 f:\Program Files‘Windows NT\TableTextServicel\en-USY
Mew Dir a8 f:\Program Files‘\Windows Photo Viewer)
MNew Dir a f:\Program Files‘\Windows Photo Viewer\en-US5%
MNew Dir 5 f:\Program Files‘Windows Portable Devices’
Mew Dir a8 f:\Program Files‘\Windows Sidebar’
MNew Dir a8 f:\Program Files\Windows Sidebar‘Gadgets?
MNew Dir % f:\Program Files‘Windows 5idebar‘\Shared Gadgets?
Mew Dir a8 f:\Program Files‘\WindowsApps)\
New Dir 8 f:\Program Files‘\WindowsApps\46928bounde.EclipseManager 2.2.1.31 neutral aShdegaxb6bkby’,
New Dir B f:\Program Files‘WindowsApps\46928bounde.EclipseManager 2.2.1.31 neutral aShdegaxbbkboy'cssh,
MNew Dir B f:\Program Files‘\WindowsApps\46928bounde.EclipseManager 2.2.1.31 neutral aShdegaxbbkoy'\font
New Dir e f:\Program Files‘\WindowsApps\46928bounde.EclipseManager _2.2.1.31 neutral aShdegaxbbkboy'\font
New Dir B f:\Program Files‘\WindowsApps\46928bounde.EclipseManager 2.2.1.31 neutral aShdegaxb6bkéy’\font
New Dir B f:\Program Files‘\WindowsApps\46928bounde.EclipseManager 2.2.1.31 neutral aShdegaxbbkoy’\ font
MNew Dir 8 f:\Program Files‘\WindowsApps'\46928bounde.EclipseManager 2.2.1.31 neutral aShdegaxbbkéy’font
New Dir 8 f:\Program Files‘\WindowsApps\46928bounde.EclipseManager 2.2.1.31 neutral aShdegaxbbkby’ imag
New Dir B f:\Program Files‘\WindowsApps\46928bounde.EclipseManager 2.2.1.31 neutral aShdegaxbtbtkby'\imag
New Dir B f:\Program Files‘\WindowsApps\46928bounde.EclipseManager 2.2.1.31 neutral aShdegaxbokoy’ imag
New Dir e f:\Program FilESHwinduw5ﬂpp5146928buunde.EclipSEMadﬁgEP_E.2.1.31_neutPal__aShdegaxﬁﬁkEy\imag
New Dir 8 f:\Program Files‘\WindowsApps\46928bounde.EclipseManager 2.2.1.31 neutral aShdegaxbbkby'imag
New Dir % f:\Program Files‘\WindowsApps\46928bounde.EclipseManager 2.2.1.31 neutral aShdegaxbbkby'imag
MNew Dir 5 f:\Program Files‘\WindowsApps\46928bounde.EclipseManager 2.2.1.31 neutral aShdegaxbbkoy’jsh
New Dir e f:\Program Files‘\WindowsApps\46928bounde.EclipseManager _2.2.1.31 neutral aShdegaxbbkby' jsig
New Dir 8 f:\Program Files‘\WindowsApps\46928bounde.EclipseManager 2.2.1.31 neutral aShdegaxb66kbyhjsil
New Dir % f:\Program Files‘\WindowsApps\46928bounde.EclipseManager 2.2.1.31 neutral aShdegaxbtbkboy'\loca
MNew Dir B f:\Program Files‘\WindowsApps\46928bounde.EclipseManager 2.2.1.31 neutral aShdegaxbbkoy'loca
New Dir e f:\Program Files‘\WindowsApps\46928bounde.EclipseManager _2.2.1.31 neutral aShdegaxbbkby\micr
New Dir B f:\Program Files‘\WindowsApps\46928bounde.EclipseManager 2.2.1.31 neutral aShdegax66kby\micr
New Dir B f:\Program Files‘WindowsApps\46928bounde.EclipseManager 2.2.1.31 neutral aShdegaxbbkboy'\page
MNew Dir 8 f:\Program Files‘\WindowsApps'\46928bounde.EclipseManager 2.2.1.31 neutral aShdegaxbbkby'\page
New Dir 8 f:\Program Files‘\WindowsApps\46928bounde.EclipseManager 2.2.1.31 neutral aShdegaxbbkby'\page
New Dir B f:\Program Files‘\WindowsApps\46928bounde.EclipseManager 2.2.1.31 neutral aShdegaxbtbkby'\page
New Dir B f:\Program Files‘\WindowsApps\46928bounde.EclipseManager 2.2.1.31 neutral aShdegaxbbkoy'\page
New Dir e f:\Program Files‘\WindowsApps\46928bounde.EclipseManager 2.2.1.31 neutral aShdegaxbbkby'\page: v

>




mj vista - Motepad

File Edit Formaot View Help
MNew Dir 5 f:i\UsersiOwneriAppDatalLocal\MicrosoftEdge\Useri\Defaulth,
Mew Dir a8 f:\Users\Owner\AppData’Local\Packages),
New Dir B f:\Users\Ouner\AppData'Local\Packages\46928bounde.EclipseManager_aShdegaxbbkby,
New Dir B f:\Users\Ouner\AppData’Local\Packages\46928bounde.EclipseManager_aShdegaxbbkoy\ACh
MNew Dir 5 f:i\UsersiOwneryAppDatatLocal\Packages\46928bounde.EclipseManager aShdegaxbbkby \ACYINetCachel,
New Dir 8 f:\Users\Ouner\AppDatalLocal\Packages\46928bounde.EclipseManager_aShdegaxbbkby \AC\INetCookie
New Dir B f:\Users\Owner\AppDatalLocal\Packages\46928bounde.EclipseManager_aShdegaxbbkby \AC\INetHistor
MNew Dir 5 f:\Users\Ouner\AppData’Local\Packages\46928bounde.EclipseManager_aShdegaxbbkoy \AC\Temp?,
New Dir e f:\Users\Ouner\AppData'Local\Packages\46928bounde.EclipseManager aShdegaxbtbkby'\AppData®,
New Dir 8 f:\Users\Ouner\AppData’Local\Packages\46928bounde . EclipseManager_aShdegaxbbkby’ LocalCache?,
New Dir % f:\Users\Ouner\AppDatalLocal\Packages\46928bounde.EclipseManager_aShdegaxbbkby' LocalState?,
MNew Dir B f:\Users\Duner\AppData’Local\Packages\46928bounde.EclipseManager_aShdegaxbbkby\RoamingState,
New Dir e f:\Users\Ouner\AppData'Local\Packages\46928bounde.EclipseManager_aShdegaxbbkby'\Settings’,
New Dir 8 f:\Users\Owner\AppDatalLocal\Packages\46928bounde.EclipseManager_aShdegaxbbkby'\SystemlppData
New Dir B f:\Users\Owner\AppDatalLocal\Packages\46928bounde.EclipseManager_aShdegaxbbkby'\ TempState?,
MNew Dir B f:\Users\Duner\AppData’Local\Packages\ActiproSoftwarelLC.562882FEEBA91 24pqs298vp ik,
New Dir e f:\Users\Ouner\AppData'Local\Packages\ActiproSoftwarelLC.562882FEEB49]1 24pqs298vp k@M ACY
New Dir B f:\Users\Ouner\AppDatalLocal\Packages\ActiproSoftwarelLC.562882FEEB49]1 24pqs298vpjk@M\ACK\INet
New Dir B f:\Users\Ouner\AppData’Local\Packages\ActiproSoftwarelLC.562882FEEB49]1 24pqs298vpjk@’ACKINet
MNew Dir 8 f:i\UsersiOwneryAppDatatLocal\Packages\ActiproSoftwarel LC.562882FEEB49]1 24pqs29@vpijk@’\ACK INet
New Dir 8 f:\Users\Owuner\AppDatalLocal\Packages\ActiproSoftwarel LC.562882FEEB49]1 24pqs298vpjk@\ACK\Temp
New Dir B f:\Users\Owner\AppDatalLocal\Packages\ActiproSoftwarelLC.562882FEEB49]1 24pqs298vpjk@h\AppData
New Dir B f:\Users\Ouner\AppData’Local\Packages\ActiproSoftwarelLC.562882FEEB49]1 24pqs298vpjkdyLocalla
New Dir e f:\Users\Owuner\AppData'Local\Packages\ActiproSoftwarelLC.562882FEEB49]1 24pqs298vpikdhLocalsSt
New Dir 8 f:\Users\Ouner\AppData'Local\Packages\ActiproSoftwarelLC.562882FEEB491 24pqs298vpjk@Roaming
New Dir % f:\Users\Ouner\AppData'Local\Packages\ActiproSoftwarelLC.562882FEEB491 24pqs298vpjk@h\Setting
MNew Dir 5 f:\Users\Ouner\AppData’Local\Packages\ActiproSoftwarelLC.562882FEEB491 24pqs298vp ik Systemd
New Dir e f:\Users\Owuner\AppData'Local\Packages\ActiproSoftwarelLC.562882FEEB49]1 24pqs298vpjkd’\TempSta
Mew Dir a8 f:\Users\Owner\AppDatalLocal\Packages\ActiveSynch,
MNew Dir a8 f:\Users\Owner\AppDatalLocal\Packages\ActiveSynchLocalState’,
MNew Dir % f:\Users\Duner\AppData’Local\Packages\ActiveSynchlocalState\DiagOutputDiry,
New Dir e f:\Users\Owner\AppData'Local\Packages\AdobeSystemsIncorporated. AdobePhotoshopExpress_ynb&jyi:
New Dir B f:\Users\Owuner\AppDatalLocal\Packages\AdobeSystemsIncorporated. AdobePhotoshopExpress _ynb&jyi:
New Dir B f:\Users\Owuner\AppData’Local\Packages\AdobeSystemsIncorporated. AdobePhotoshopExpress _ynbéjy]:
MNew Dir 8 f:i\UsersiOwneryAppDatatLocal\Packages\AdobeSystemsIncorporated. AdobePhotoshopExpress ynbbjyj:
New Dir 8 f:\Users\Owuner\AppDatalLocal\Packages\AdobeSystemsIncorporated. AdobePhotoshopExpress _ynb6jyi:
New Dir B f:\Users\Owner\AppData'Local\Packages\AdobeSystemsIncorporated. AdobePhotoshopExpress _ynb&jyi:
New Dir B f:\Users\Owner\AppData’Local\Packages\AdobeSystemsIncorporated. AdobePhotoshopExpress _ynbéjyi:
New Dir e f:\Users\Ouner\AppData’Local\Packages\AdobeSystemsIncorporated. AdobePhotoshopExpress ynb&jyi: v

>




ourcesrrobocopy f:\Users d:\wista /xd appdata /e /w:l /r:1 /xjd /tee /np /log:robocopy.log




Mew File 174 desktop.ini
Mew Dir f:\Users\Public\Documents?,

MNew File 278 desktop.ini
Mew Dir f:\Users\Public\Downloads®,

MNew File 174 desktop.ini
Mew Dir f:\Users\Public\Libraries\

New File 175 desktop.ini

MNew File 9949 RecordedTV.library-ms
Mew Dir f:\Users\Public\Musich

MNew File 3808 desktop.ini
Mew Dir f:\Users\Public\Pictures)\

Mew File 3868 desktop.ini
Mew Dir f:\Users\Public\Videos\

New File 3808 desktop.ini

Copied Skipped Mismatch FAILED Extras
55 62
[+ 8
IER | a
@:60:00

12696576 Bytes/sec.
: 726.583 MegaBytes/min.
! Wednesday, March 15, 2817 6:45:84 AM




Files

Bytes

Times

Speed : 12696576 Bytes/sec.
Speed : 726.583 MegaBytes/min.
Ended : Wednesday, March 15, 20817 6:45:84 AM

\NSources»d:

D:hyedie
Volume in drive D is back_vista_wl@
Volume Serial Number is 28EA-B39E

Directory of D:Y

DESKTOP-LKDSCG1
MediaID.bin
rescuepe.log
<DIR» vista
<DIR>» Vista_Macrium_image
<DIR> VISTA_USER-PC
83/13/2817 85:31 <DIR> W16 _Users
83/14/2817 ©7:87 <DIR:» WindowsImageBackup
2 File(s) 622 bytes
6 Dir(s) 23,848,978,944 bytes free

e1/24/2817 11:12
B1/24/2817 @7:57
81/25/2817 B6:58
83/15/2817 ©6:45
B2/89/2817 11:28
e1/24/2817 @7:57

PM
PM
AM
AM
PM
PM
PM
PM




Files

Bytes

Times

Speed : 12696576 Bytes/sec.
Speed : 726.583 MegaBytes/min.
Ended : Wednesday, March 15, 20817 6:45:84 AM

\NSources»d:

D:hyedie
Volume in drive D is back_vista_wl@
Volume Serial Number is 28EA-B39E

Directory of D:Y

DESKTOP-LKDSCG1
MediaID.bin
rescuepe.log
<DIR» vista
<DIR>» Vista_Macrium_image
<DIR> VISTA_USER-PC
83/13/2817 85:31 <DIR> W16 _Users
83/14/2817 ©7:87 <DIR:» WindowsImageBackup
2 File(s) 622 bytes
6 Dir(s) 23,848,978,944 bytes free

e1/24/2817 11:12
B1/24/2817 @7:57
81/25/2817 B6:58
83/15/2817 ©6:45
B2/89/2817 11:28
e1/24/2817 @7:57

PM
PM
AM
AM
PM
PM
PM
PM

D:\»cd vista




Times

Speed : 12696576 Bytes/sec.
Speed : 726.583 MegaBytes/min.
Ended : Wednesday, March 15, 20817 6:45:84 AM

:\Sources:>d:

D:hy>dir
Volume in drive D is back_vista wil@
Volume Serial Number is 28EA-839E

Directory of D:%

DESKTOP-LKDSCG1
MediaID.bin
rescuepe. log
<DIR> vista
<DIR>» Vista Macrium_image
<DIR> VISTA_USER-PC
83/13/2817 85:31 <DIR> Wlg_Users
83/14/2817 ©7:87 <DIR> WindowsImageBackup
2 File(s) 622 bytes
6 Dir(s) 23,848,978,944 bytes free

B1/24/2817 11:12
B1/24/2817 @7:57
81/25/2817 B86:58
83/15/2817 ©86:45
82/89/2817 11:28
81/24/2817 ©7:57

PM
PM
AM
AM
PM
PM
PM
PM

D:\»>cd vista

D:\wista>




Times

Speed : 12696576 Bytes/sec.
Speed : 726.583 MegaBytes/min.
Ended : Wednesday, March 15, 20817 6:45:84 AM

:\Sources:>d:

D:hy>dir
Volume in drive D is back_vista wil@
Volume Serial Number is 28EA-839E

Directory of D:%

DESKTOP-LKDSCG1
MediaID.bin
rescuepe. log
<DIR> vista
<DIR>» Vista Macrium_image
<DIR> VISTA_USER-PC
83/13/2817 85:31 <DIR> Wlg_Users
83/14/2817 ©7:87 <DIR> WindowsImageBackup
2 File(s) 622 bytes
6 Dir(s) 23,848,978,944 bytes free

B1/24/2817 11:12
B1/24/2817 @7:57
81/25/2817 B86:58
83/15/2817 ©86:45
82/89/2817 11:28
81/24/2817 ©7:57

PM
PM
AM
AM
PM
PM
PM
PM

D:\»>cd vista

D:\wistaxdir




Bl1/24/2817 112
81/24/2017 157
81/25/2817 158
83/15/2817 145
B2/89/20817 128
81/24/2817 157

DESKTOP-LKDSCG1
528 MediaID.bin
94 rescuepe.log
<DIR» vista
<DIR>» Vista_Macrium_image
<DIR> VISTA_USER-PC
83/13/2817 131 <DIR> Wile Users
83/14/2817 187 <DIR:> WindowsImageBackup
2 File(s) 622 bytes
6 Dir(s) 23,848,978,944 bytes free

2222223232

D:%»cd vista

D:wistardir
Volume in drive D is back_vista wl®
Volume Serial Number is 28EA-B39E

Directory of D:‘\wista

83/15/2817 86:45 AM <DIR>
83/15/2817 86:45 AM <DIR> .-
83/14/2817 ©8:23 AM <DIR>» defaultuserd
B3/14/20817 18:51 AM <DIR> defaultuserd. DESKTOP-IM7V0OIQ
83/14/2817 ©8:58 PM <DIR> Owner
83/14/20817 ©8:18 AM <DIR> Public
@ File(s) 8 bytes
6 Dir(s) 23,848,978,944 bytes free




Bl1/24/2817 112
81/24/2017 157
81/25/2817 158
83/15/2817 145
B2/89/20817 128
81/24/2817 157

DESKTOP-LKDSCG1
528 MediaID.bin
94 rescuepe.log
<DIR» vista
<DIR>» Vista_Macrium_image
<DIR> VISTA_USER-PC
83/13/2817 131 <DIR> Wile Users
83/14/2817 187 <DIR:> WindowsImageBackup
2 File(s) 622 bytes
6 Dir(s) 23,848,978,944 bytes free

2222223232

D:%»cd vista

D:wistardir
Volume in drive D is back_vista wl®
Volume Serial Number is 28EA-B39E

Directory of D:‘\wista

83/15/2817 86:45 AM <DIR>
83/15/2817 86:45 AM <DIR> .-
83/14/2817 ©8:23 AM <DIR>» defaultuserd
B3/14/20817 18:51 AM <DIR> defaultuserd. DESKTOP-IM7V0OIQ
83/14/2817 ©8:58 PM <DIR> Owner
83/14/20817 ©8:18 AM <DIR> Public
@ File(s) 8 bytes
6 Dir(s) 23,848,978,944 bytes free

owner,




(o ato

B1/24/2017 H=v
B1/25/2817 158
B83/15/2017 145
B2/89/2817 128
B1/24/2817 T
B3/13/2817 131
B3/14/2817 187

528 MediaID.bin
94 rescuepe.log
<DIR>» vista
<DIR>» Vista Macrium_image
<DIR> VISTA_USER-PC
<DIR> W16 _Users
<DIR>» WindowsImageBackup

2222282

2 File(s) 622 bytes
6 Dir(s) 23,048,978,944 bytes free

D:v»cd vista

D:\vistasdir
Volume in drive D is back_vista_wl@
Volume Serial Number is 28EA-839E

Directory of D:\wista

83/15/2817 ©86:45 AM <DIR:>
B3/15/20817 ©86:45 AM <DIR> .
83/14/2017 ©8:23 AM <DIR> defaultusera
83/14/20817 18:51 AM <DIR> defaultuserd.DESKTOP-IM7VOIQ
83/14/2817 83:58 PM <DIR> Owner
B83/14/20817 828:18 AM <DIR> Public
@ File(s) 8 bytes
6 Dir(s) 23,848,978,944 bytes free

D:\vistarcd owner

D:\vista\Owner:




(o ato

B1/24/2017 H=v
B1/25/2817 158
B83/15/2017 145
B2/89/2817 128
B1/24/2817 T
B3/13/2817 131
B3/14/2817 187

528 MediaID.bin
94 rescuepe.log
<DIR>» vista
<DIR>» Vista Macrium_image
<DIR> VISTA_USER-PC
<DIR> W16 _Users
<DIR>» WindowsImageBackup

2222282

2 File(s) 622 bytes
6 Dir(s) 23,048,978,944 bytes free

D:v»cd vista

D:\vistasdir
Volume in drive D is back_vista_wl@
Volume Serial Number is 28EA-839E

Directory of D:\wista

83/15/2817 ©86:45 AM <DIR:>
B3/15/20817 ©86:45 AM <DIR> .
83/14/2017 ©8:23 AM <DIR> defaultusera
83/14/20817 18:51 AM <DIR> dEFaultUSEPB.DESKTDP—JH?VR]Q
83/14/2817 83:58 PM <DIR> Owner
B83/14/20817 828:18 AM <DIR> Public
@ File(s) 8 bytes
6 Dir(s) 23,848,978,944 bytes free

D:\vistarcd owner

D:\vista\Owner>dir,




=X it -
83/14/20817 ©8:18 AM <DIR> Public
@ File(s) 8 bytes
6 Dir(s) 23,848,978,944 bytes free

D:\wista>cd owner

D:\vista\Owner>dir
Volume in drive D is back_vista wl®
Volume Serial Number is 28EA-B39E

Directory of D:‘\vwista\Owner

83/14/2817
83/14/2817
83/14/2817
83/14/2817
83/14/2817
B3/14/2817
83/14/2017
B3/14/2817
83/14/2817
83/14/2817
83/14/2817
83/14/2817
83/14/2817
B3/14/2817

1]
1]
;54
154
H
;54
154
154
;54
128
;54
154

<DIR>»

<DIR>» ..

<DIR>» Contacts
<DIR>» Desktop
<DIR>» Documents
<DIR>» Downloads
<DIR>» Favorites
<DIR>» Links

<DIR:> Music

<DIR:> OneDrive
<DIR:> Pictures
<DIR> Saved Games
154 <DIR> Searches
154 <DIR>» Videos

@ File(s) 8 bytes

14 Dir(s) 23,848,978,944 bytes free

2222233322222 32

a3
a3
a4
B4
a4
a4
a4
a4
a4
a3
a4
B4
a4
a4

D:\vista\Owner:




DWWindows\WinSxS\x86 wcf-system.servicemodel b83f5f7f11d56a3a_16.6.14393.8 none_cbfobs6

5.7 m System.ServiceModel.dll
Mew Dir DWWindows\WinSxS\x86_wcf-system. servicemodel b83f5f7f11d58a3a_108.8.14393.953 none_ead?7b
d1a998e6e48Y
New File 5.7 m System.ServiceModel.dll

Mew Dir D\Windows\WinSxS\x86_ wordbreakerstemmer-neutral-legacy_ 31bf3856ad364e35 7.8.14393.8 non
e 338db577aB176843%

New File 741 MOISE.DAT
Mew Dir \Windows\WinSxS\x86_wpf-presentationhostexe 31bf3856ad364e35_16.8.14393.68 none_414a634
B7e73116ah
MNew File 2447386 PresentationHost.exe
Mew Dir :\Windows\WinSxS\®86_uwpf-presentationhostproxy_31bf3856ad364e35_18.8.14393.8 _none_fbede
ba3d824589ch,
New File PresentationHostProxy.dll

Copied Skipped Mismatch FAILED Extras

24963 24889 74 8 8 =
147854 147854 a ] a 1
19.591 g 19.591 g a ] a 174
1:29:59 8:57:44 g:eg:e6 8:32:15

6871635 Bytes/sec.
: 347.421 MegaBytes/min.
! Wednesday, March 15, 2817 8:21:18 AM




| [ = | This PC — x
“ Computer View 9
< v 4 B> ThisPC > v O Search This PC Lo

]

~ Folders (B)

v 3 Quick access

B Desktop i

Desktop = Documents
4 Downloads l J

=| Documents

) ' Downloads ﬁ Music
| Pictures

J! Music

ﬁ Videos Pictures ﬁ Videos
—

@ Onelrive _ .
~ Devices and drives (4)
v [ This PC . W10_Ent_84 (C:) back_vista_w10 (D)
n

Deskto (1| ] ]
= P .y 17.9 GB free of 31.5 GB Ty .25 GB free of 39.9 GB
=| Documents _ _

Wista_ Home (B2 = CD Drive (F)
¥ Downloads I Fiﬂ| CEMA_XB4FREE_EM-US_DV5
J‘ Musi .y 15.2 GB free of 24.9 GB 0 bytes free of 3.03 GB
1 Music !

| Pictures
ﬁ Videos
= W10 _Ent_g4 (C)
s back_wvista_ w10 |

Vista Home (F1 ¥

10 items == E

11:33 AM
35207

~ T )




Now let’s try to delete the Windows folder — we need
the extra disk space



& | |v] = | Drive Tools  Vista_Home (E:) — e

“ Home Share View Manage ﬂ

“ v N aa * ThisPC » Vista_Home (E) » v Search Vista_Home (E D
~ Mame Date modified Type Size
# Quick access
PerfLogs 1/20/2008 6:32 PM File folder
M Desktop ? . o .
Program Files 1/25/2017 6:05 AM  File folder

¥ Downloads 1/24/2017 4:43PM  File folder
| Documents dj;D 1/25/2017 6:08 AM  File folder
= Pictures | BOOTSECT.BAK 12472007 10007 PM - BAE File B KB
J? Music =| Reflect_Install 1/26/2017 6:18 AM Text Docurnent 621 KE
B videos | Rescue /2532017 &:04 AM  Diisc Image File 136,152 KB

@ Onelrive

£ This PC
B Desktop
=| Documents
4 Downloads
J? Music
&= Pictures
ﬁ Videos
s W10 _Ent_&4 (C:)
s back_wvista_ w10 |

Vista Home (F Y

7 items E -

11:33 AM

N sy B



Recycle Bin

" Folder Access Denied

You need permission to perform this action

You require permission from TrustedInstaller to make changes to this
folder

Windows
Date created: 11/2/2006 3:18 AM

Try Again

nterprise Evaluation

windows License valid for 89 days
Build 14393.rs1_release_inmarket.170303-1614

11:38 AM
@ AW g B




o 3to .
icrosoft Windows [Version 18.8.14393]

:\Sources»diskpart
icrosoft DiskPart version 16.8.14393.8

opyright (C) 1999-2813 Microsoft Corporation.
On computer: MININT-SIO0KOB

DISKPART> list volume

Volume CEMA_X64FRE Healthy
Volume System Rese Partition Healthy
Volume Wile Ent_B4 Partition Healthy
Volume back vista_ Partition Healthy

Vista_ Home Partition Healthy

DISKPART »




P \SounCes»md emptyg

Make empty directory




r :\%urce@x:hourceﬂmmy e:\windows /e Purge>

This should have worked, but didn’t. We'll
try one more way.




E:\Windowsgfrobocopy x:\sourcesiempty e:\windows /mir >tmpg

This uses the “/mir” option.







E:\Windows>dir e:\windows
Volume in drive E is Vista Home
Volume Serial Number is 3CD5-9A53

Directory of e:‘\windows
B3/15/20817 11:55 AM <DIR>
B83/15/2817 11:55 AM <DIR> .
@ File(s) 8 bytes
2 Dir(s) 21,849,5686,0816 bytes free

E:\Windows:

Empty!




E:\Windows>dir e:\windows
Volume in drive E is Vista Home
Volume Serial Number is 3CD5-9A53

Directory of e:‘\windows

83/15/2817 11:55 AM <DIR>
83/15/2817 11:55 AM <DIR> .
@ File(s) 8 bytes
2 Dir(s) 21,849,586,816 bytes free

E: 1In.'.-.!im:l(z—:‘:"n.*.-rim:h::ﬂ.-.'S >

Let’s delete Windows
directony.




E:\Windows>dir e:\windows
Volume in drive E is Vista Home
Volume Serial Number is 3CD5-9A53

Directory of e:‘\windows

83/15/2817 11:55 AM <DIR>
83/15/2817 11:55 AM <DIR> .
@ File(s) 8 bytes
2 Dir{s) 21,849 6RA.A16 hvtes free

\Windows»rd e:‘\windouws
The process cannot access the file because it is being used by another process.

E:\Windows»exity

Oops! Let’s exit and re-try.







\Sources»rd e:\windows

A\Sources»dir e
Volume in drive E is Vista Home
Volume Serial Number is 3CD5-9A53

Directory of e:}

B9/18/ 208086 143 autoexec.bat
B9/18/ 208006 143 config.sys
B1/26/20888 132 <DIR» PerflLogs
81/25/2817 185 <DIR» Program Files
Bl/26/20817 118 635,882 Reflect_Install.log
81/25/2817 184 139,419,648 Rescue.iso
81/24/2817 148 <DIR» Users

4 File(s) 148,855,564 bytes

3 Dir(s) 21,849,782,480 bytes free

\Selrces>dir e:\windows

folume in drive E is Vista Home
Volume Serial Number is 3CD5-9A53
Directory of e:}

File Mot Found




Sysinternals



+

technet.microsaft.com/en-us
B Microsoft | TechNetw

TEChNEt sysinternals

Library Wik Learn Gallery Downloads Support Forums Blogs

Office 365: Get started
with Microsoft Teams

Learn about the chat-based workspace in Microsoft
Office 365. With your dedicated hub, this collaboration
tool connects you with colleagues, project documents,
and tools—and it helps foster communication within
your team. You can access Microsoft Teams from any
Windows, i05, or Android device to chat, share files,

Microsoft Teams (3)

and organize a project with your group.

Microsoft Office 365 (3)

Troubleshooting

Downloads

Subscriptions

Training

Explore [T Pro Career
lgin the Microsoft Vir
Find a community ewve
Attend expert-led, hal
Find a classroom ever

Register for Microsoft

Keep in touch with |



T sysinternals - Microsoft < -+ — b4

social technetmicrosoft.comy/Search/en-Us?query
« > O |Aa ,

TechMet Products - IT Resources - Downloads - Training = Support -

BS Microsoft United States (English] = Sign in

TechNet

Home Library Wiki Learn Gallery Downloads Support Forums Blegs

Search

Refine search | sysinternals o |

By Source:
[ Forums
[]Support Knowledge Base

Results 1-20 of about 141,000 for: sysinternals M

Windows Sysinternals

[ Events and Errors .- Downleoads: Download the Sysinternals Suite

O Library Whether you're an IT Pro or a developer, you'll find Sysinternals utilities to help you manage, troubleshoot and
[ Techhet Magazine diagnose your Windows systems and applications.
More .
Troubleshooting and Support: See Also:
By Topic: Sysinternals Forums Sysinternals Live
[ Sysinternals Sysinternals Site Discussion Blog Sysinternals Utilities Index
Mark Russinovich's Blog Windows Sysinternals Administrator's Reference

Is this Answer helpful? Oves ONo

Windows Sysinternals: Documentation, downloads and ..

Windows Sysinternals. The Sysinternals web site was created in 1996 by Mark Russinovich to host his advanced system ufilities and
technical information.



e Sysinternals is portable

* No installation required



e 1sttake a Restore Point



- IS M

Recycle Bin  Taken Souls Sysinternal...
Elood Ritual
= Recenthv added Life at a glance
Programs and Features Microzaft OneDrive

‘Welcome to OneDrive wit

Mobility Center Windows 10!

Power Options

Calendar Mail
Event Viewer
Clow
Systermn
e i 35
Device iviar ayer
Metwork Connections Microsoft Edge Photos Washi

Disk Management

Computer Managermnent a n

Command Prompt Skype Preview Facebook Twi

Command Prompt (Adrmin)

Task Manager & el

Control Panel Store Minec
File Explorer =
Search
Run
]
Shut down or sign out >
{ MCH Suite

Desktop



I |

¢

D et

L

System

A4~ E8 > Control Panel » System and Security » System

Control Panel Home

Device Manager

System protection

See also

Security and Maintenance

View basic information about your computer

Windows edition
Windows 10 Home
2 2016 Microsoft Corporation. All rights reserved,

System
Processon Pentium(R) Dual-Core CPU  T4300 @ 2.10GHz 210 GHz
Installed memory (RAM]):  4.00 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: Mo Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings

Computer name: DESKTOP-YC31HYS
Full computer name: DESKTOP-YC31HYS
Computer description:

Workgroup: WORKGROUP

Windows activation

Windows is activated Read the Microsoft Software License Terms

Product ID: 00326-10000-00000-A4324

v O Search Control Panel P

am Windows10

) Change settings

¥ Change product key




1<

QSO

A4 Ed » Control Panel » System and Security » System

System Properties

Computer Mame Hardware Advanced System Protection  Remate

=0y Use system protection to undo unwanted system changes.
b

System Festore

You can undo system changes by reverting
your computer to a previous restore point. System Restors...

Protection Settings

Awvailable Drives Protection
‘s Local Disk (C:) (System) On
Configure restore settings, manage disk space, Configure. .

and delete restore points.

Create a restore point right now for the
have system protection tumed on.

Cancel Aoply

wr computer

ts resenved.

R) Dual-Core CPU T4300 @ 210GHz 2,10 GHz

erating System, x64-based processor

Touch Input is available for this Display

settings
VCITHIS
VC3ITHSS

oup

coft Software License Terms

Security and Maintenance

w 0 Search Control Panel el

am Windows10

) Change settings

) Change product key




EA 5ystem
4~ E2 » Control Panel » System and Security » System
{ .
Systermn Properties > rur computer
91 System Protection H
N
o Create a restore point S
L=l

Type & description to help you identify the restore point, The current date and
time are added automatically.

’\
< | autoruns| )

b Dual-Core CPU - T4300 @ 210GHz 210 GHz

erating System, x64-based processor
Touch Input is available for this Display

‘s Local Disk (C:) (System) On

Configure restore settings, manage disk space,
and delete restore points. R

Create a restore poirt right now for the drives that Creste
have system protection tumed on.

QK Cancel Apply

i

Security and Maintenance

settings
VCITHSS
VC3ITHIS

bup

lsoft Software License Terms

l

v | Search Control Panel 2

am Windows10

) Change settings

) Change product key



$1 Computer Name Hardware Advanced System Protection  Remote

=l

=0 Use system protection to undo unwanted system changes.
$: N

[ =y

System Restore

You can undo system changes by reverting

your computer to a previous restore point. System Restors...

System Protection

Protecti
o Creating a restore point...

Avals - |—

s LOCET TSI (G O SOCITTY T

Configure restore settings, manage disk space, Corfi
and delete restore points. e

Create a restore point right now for the drives that Ttz
have system protection tumed on.

QK Cancel Apply

|

Security and Maintenance

0 ur computer

its reserved.

R) Dual-Core CPU - T4300 @ 2.10GHz 2.10 GHz
erating System, x64-based processor
r Touch Input is available for this Display

| settings
FWCITHIS
FWC31HIS

oup

isoft Software License Terms

i

v O Search Control Panel 2

am Windows10

®) Change settings

) Change product key




¢
L
¢
¢

m

Computer Name Hardware Advanced System Protection  Remote
|

=0 Use system protection to undo unwanted system changes.
q 'E_BF;

4

System Restore

System Protection

o The restore point was created successfully.

Close

‘e Local Disk: (C:) (System) On

Configure restore settings, manage disk space, Confi
and delete restore points. 9=

Create a restore point right now for the drives that Tt
have system protection tumed on.

QK Cancel Apphy

i

Security and Maintenance

X ur computer

its reserved.

R) Dual-Core CPU - T4300 @ 2.10GHz 2.10 GHz
erating System, x64-based processor
r Touch Input is available for this Display

| settings
FVCITHIS
FVCITHES

oup

isoft Software License Terms

i

w Search Control Panel el

am Windows10

) Change settings

) Change product key




nternalsSuite

'—']] lShare

View

> UUI(D:) > SysinternalsSuite

“—
A

r

Ac

1471 v

Name =
[ accesschk.exe
[ accesschkbd.exe
_3 AccessEnum.exe
% AdExplorer.chm
- ADExplorer.exe
@ ADlInsight.chm
%2 ADInsight.exe
[ adrestore.exe
[% Autologon.exe
[Q autoruns.chm
3 Autoruns.exe
3 Autoruns6d.exe
3T autorunsc.exe
T autorunscbd.exe
g Bginfo.exe

@ Cacheset.exe
[#5 Clockres.exe
[ Clockresb4.exe
[ Contig.exe

[¥7] Contigbd.exe
[ Coreinfo.exe

= - B

Date modified

2/19/2017 8:29 AM
2/19/2017 825 AM
2/19/2017 8:28 AM
2/19/2017 8:28 AM
2/19/2017 8:28 AM
2/19/2017 8:28 AM
2/19/2017 8:28 AM
2/19/2017 8:28 AM
2/19/2017 8:29 AM
2/19/2017 8:29 AM
2/19/2017 8:26 AM
2/19/2017 8:29 AM
2/19/2017 8:29 AM
2/19/2017 8:28 AM
2/19/2017 8:28 AM
2/19/2017 8:28 AM
2/19/2017 8:28 AM
2/19/2017 8:28 AM
2/19/2017 8:28 AM
2/19/2017 8:28 AM
2/19/2017 8:28 AM

Type

Application
Application
Application
Compiled HTML ...
Application
Compiled HTML ...
Application
Application
Application
Compiled HTML ...
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Size

760 KB
394 KB
171KB
50 KB
469 KB
393 KB
2,365 KB
147 KB
136 KB
S0 KB
700 KB
825KB
616 KB
726 KB
2,002 KB
151 KB
137KB
152 KB
248 KB
263 KB
872 KB
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~

Dr
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147ite

View

procmon.chm
£ Procmon.exe
[ PsExec.exe
[ PsExectd.exe
[¥7) psfile.exe
[¥7) psfilebd.exe
[ PsGetsid.exe
[ PsGetsid64.exe
[ Psinfo.exe
[ Psinfob4.exe
[ pskill.exe
[37] pskill6d.exe
[37] pslist.exe
[¥7] pslist6d.exe
[ PsLoggedon.exe
[ PsLoggedonéd.exe
[ psloglist.exe
[ pspasswd.exe
[¥°] pspasswdbd.exe
[ psping.exe
[%7 neninafd ave

Date modified

2/19/2017 8:29 AM
2/19/2017 &:29 AM
2/19/2017 8:29 AM
2/19/2017 829 AM
2/19/2017 8:29 AM
2/19/2017 8:29 AM
2/19/2017 8:29 AM
2/19/2017 8:29 AM
2/19/2017 &:29 AM
2/19/2017 8:29 AM
2/19/2017 8:29 AM
2/19/2017 8:29 AM
2/19/2017 8:29 AM
2/19/2017 8:29 AM
2/19/2017 8:29 AM
2/19/2017 8:29 AM
2/18/2017 8:29 AM
2/19/2017 8:28 AM
2/19/2017 8:29 AM
2/19/2017 8:29 AM

2/19/2017 8:29 AM
2/187M7 220 AM

Type
Application

Compiled HTML ...

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Annliratinn

1,419K8B

63 KB

2,077 K8

332K8
367 KB
147 KB
165 K8
281KB
320 K8
307 KB
344 KB
278 KB
312K8
175K8B
198 KB
149 KB
167 KB
174 KB
147 KB
165 KB

250 KB
297 KR
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*  Mame B Date modified Type Size aP

Application 1419 KB

Compiled HTML ... 63 KB

Application 2,07T KB

Application 332 KB

Pin to Start Application I6TKB

Scan with Windows Defender... Application 147 KB

Send to Application 165 KB

Application 281 KB

Application 320 KB

Application 307 KB

Create shortcut Application 344 KB

Delete Application 278 kKB

Rename Application 312 KB

- Application 175 KB

S Application 192 KB

[#7] PsLoggedon.exe 2/19/2017 8:29 AM  Application 149 KB

[@] PsLoggedontd.exe 2/19/2017 8:29 AM  Application 167 KB

[®] psloglist.exe 2/19/20178:28 AM  Application 174KB

[ pspasswd.exe 2/19/2017 8:29 AM  Application 147 KB

[#5] pspasswidbd.ee 271972017 8:29 AM  Application 165 KB
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File Opticns View Process Find Users Help
d @ =n0n e aé[ AT I [ &4 & N
Process CPU  Private Bytes Wording Set PID  Description Comparny Mame Verfied Signer Wiug Total
(WfSystem |dle Process 32 46 0K 4K 1]
= [0 7 System 0.60 136 K 4,604 K 4
i | Intermupts 0.59 0K 0K n/a Hardware Intermupts and DPCs
[nz]smss.exe 352 K 1176 K 348 Windows Session Manager  Microsoft Corporation (Verfied) Microsoft... 0762
B | Memary Compression <0.01 12K 24464 K 2292
[m=]cerss.exe 1,300 K 3744 K 456 Cliert Server Runtime Process Microsoft Corporation (Verfied) Microsoft... 062
[=] (=] wininit exe 1168 K 4760 K 520 Windows Start-Up Application Microsoft Corporation (Verfied) Microsoft... 060
[l [nz] services exe I8 K 6524 K 584 Services and Controllerapp Microsoft Corporation (Verfied) Microsoft... 060
[= [=]swchost exe 0.04 B136 K 22084 K G?ﬂ Host Process for Windows Services k\oﬂ Corporation (Verfied) Microsoft... 0561
ﬁWmiF‘wSE.exe 6.01 5,956 K 134596 K 2700 WMI Provider Host Microsoft Corporation (Verfied) Microsoft... 062
[z 24160 K 64 584 K
=] Susp... o440 K 133384 K
=l 0.06 2140 K 46 656 K
[n=] Setting SyncHost exe hdbZ K 6048 K 4672 Host Process for Setting Syn... Microsoft Corporation (Verfied) Microsoft... 0/62
[n=] smartscreen exe 12316 K 23540 K 5036 SmartScreen Microsoft Corporation (Verfied) Microsoft... 0561
[m=|unsecapp exe 1232 K 6528 K 3024 Sink to receive asynchronou... Microsoft Corporation {Verfied) Microsoft... 0761
[#5] Install Agent exe 206K 10528 K 1372 InstallAgent Microsoft Carparation {Werfied) Microsoft... 060
[®5] Install Agent UserBroke.... 2248 K 10,076 K 4916 InstallAgent UserBroker Microsoft Corparation (Werfied) Microsoft... 0/62
[z 4132 K 15,068 K
(=] dlhost .exe 4004 K 11,296 K 6556 COM Sumogate Microsoft Corporation {Werfied) Microsoft... 061
ﬁWmiF‘r‘u'SE.exe 2336 K 8382 K 7132 WMI Provider Host Microsoft Corporation (Verfied) Microsoft... 0/62
[=]svchost exe 033 4584 K 10,796 K 776 Host Process for Windows 5... Microsoft Corporation (Verfied) Microsaft... 0761
[z] swchost exe 16,664 K 25676 K 524 Host Process for Windows 5... Microsoft Corporation (Verfied) Microsoft... 0561
[ [z]swchost exe 0.02 51604 K 63368 K 948 Host Process for Windows 5... Microsoft Corporation (Verfied) Microsoft... 0761
[z WUDFHost exe 1916 K 7924 K 11596 Windows Driver Foundation -... Microsoft Corporation (Verfied) Microsoft... 059
[m=]dasHost exe 4 884 K 13244 K 2316 Device Association Framewo... Microsoft Corporation (Verfied) Microsaft... 0761
[= [z] swchost exe 0.55 65,320 K 71184 K 404 Host Process for Windows 5... Microsoft Corporation (Verfied) Microsoft... 0561
[n=]sihost exe 0.03 5984 K 28062 K 40838 Shell Infrastructure Host Microsoft Corporation {Werfied) Microsoft... 0/62
[n=]taskhostw exe 0.01 18,760 K 31400 K 3240 Host Process for Windows T... Microsoft Corporation (Verfied) Microsoft... 0/62
a Drverlpdate exe 0.06 15,708 K 4084 K 3596 Driverlipdate SlimWare Lkilties, Inc. (Verfied) Slimware... 3/61
[z swchost exe 13.728 K 25680 K 652 Host Process for Windows 5... Microsoft Corporation (Verfied) Microsoft... 0561
[z]swchost exe 10100 K 22304 K 1064 Host Process for Windows 5... Microsoft Corporation (Verfied) Microsoft... 0761
[=]svchost exe 7544 K 17264 K 1332 Host Process for Windows 5... Microsoft Corporation (Verfied) Microsoft... 0/61
[= [z]svchost exe 2424 K 5180 K 1424 Host Process for Windows 5... Microsoft Corporation (Verfied) Microsaft... 0761
[#=]audiodg exe 55988 K 10604 K 6240 Windows Audio Device Grap... Microsoft Corparation (Verfied) Microsoft... 0562
[z]swchost exe J2BK 11,184 K 1468 Host Process for Windows 5... Microsoft Corporation (Verfied) Microsoft... 0761
[=]svchost exe 4452 K 14532 K 1576 Host Process for Windows 5... Microsoft Corporation (Verfied) Microsoft... 0/61
@spuulsv.exe a2 K 13.852 K 1684 Spooler SubSystem App Microsoft Corporation (Verfied) Microsaft... 0/62
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~ Confirm Kill
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Configure Colors...
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Font...

[nz] InstallAgent UserBroke...

[nz] dlhost exe
;Efﬁ‘."a‘miPwSE.exe
[mz] svchost exe
[z] swchost exe
[= [z] swchost exe
5] WUDFHost exe
[m=]dasHost.exe
[= =] swchost exe
[=]sihost.exe
[n=] taskhostw exe
n Driverlpdate exe
[z swchost exe
[z] swchost exe
[n=] svchost exe
[= [==] swechost exe
[z audiodg exe
[z] swchost exe
[z] swchost exe
i, spoolsv exe

112

243

0.07
0.24

Help
Byteze  Wordng Set  FID [es Compary Mame Verfied Signer WirusTotal
* % Check VirusTotal.com
Submit Unknown Executables o DPCs
frda n Manager  Microsoft Corporation MWerfied) Microsoft... /62
112 K 3
300 K 3748 K 456 Client Server Runtime Process Microsoft Corporation MWerfied) Microsoft... 0/62
168 K 4,760 K 520 Windows Start-Up Application Microsoft Corporation Werfied) Microsoft... 0/60
648 K 6,932 K h84 Services and Controller app Microsaoft Comporation (Werfied) Microsoft... 060
136 K F2084 K 672 Host Process for Windows 5... Microsoft Corporation (Verfied) Microsoft... 0561
864 K 13.352 K 2700 WMI Provider Host Microsoft Corporation Werfied) Microsoft... /62
g 156 K 65,032 K 3860 Windows Shell Experence H... Microsoft Comparation (Verfied) Microsoft. .. 0761
440 K 133324 K
508 K 45 568 K| 3468 Runtime Erolcer Microsoft Corporation (Verfied) Microsoft... 0/62
452 K h452 K 4672 Host Process for Setting Syn... Microsoft Corporation (Verfied) Microsoft... 0762
324 K 23556 K 5036 SmartScreen Microsoft Corporation (Verfied) Microsoft... 061
232K 6500 K 3024 Sink to receive asynchronou... Microsoft Corporation (Verfied) Microsoft... 061
016 K 10528 K 1372 InstallAgent Microsoft Corporation (Verfied) Microsoft. .. 060
2248 K 10,076 K 4916 InstallAgent UserBroker Microsoft Corporation (Verfied) Microsoft... 0762
3748 K 18,856 K 5308 Application Frame Host Microsoft Corporation (Verfied) Microsoft... 0761
2128 K 5644 K 6hIE& COM Sumogate Microsoft Corporation (Merfied) Microsoft... 0461
2168 K 8324 K 7132 WMI Provider Host Microgoft Corporation Werfied) Microsoft... 062
4,564 K 10,768 K 776 Host Process for Windows 5... Microsoft Corporation (Verfied) Microsoft... 0561
16,656 K 28B6B K 524 Host Process for Windows 5... Microsoft Corporation (Verfied) Microsoft... 0761
51,576 K 63732 K 948 Host Process for Windows 5... Microsoft Corporation (Werfied) Microsoft... 0561
1,916 K 7924 K 1196 Windows Driver Foundation -... Microsoft Corporation Werfied) Microsoft... 059
4,884 K 13244 K 2316 Device Association Framewo... Microsoft Corporation (Werfied) Microsoft... 0/61
65324 K J0500 K 404 Host Process for Windows 5... Microsoft Corporation (Verfied) Microsoft... 0561
hE832 K 27568 K 4088 Shell Infrastructure Host Microsoft Corporation (Verfied) Microsoft... 062
18,760 K 31,400 K 3240 Host Process for Windows T... Microsoft Corporation (Merfied) Microgpft=——trg
15,768 K 4132 K 3596 Driverlpdate SlimWare Utilties, Inc. (Verfied) Sli
13748 K 25656 K 652 Host Process for Windows 5... Microsoft Corporation (Verfied) Microse
10,100 K 22304 K 1064 Host Process for Windows 5... Microsoft Corporation (Verfied) Microsoft... 0761
7540 K 17,260 K 1332 Host Process for Windows 5... Microsoft Corporation (Werfied) Microsoft... 0561
2424 K 5180 K 1424 Host Process for Windows 5... Microsoft Corporation (Verfied) Microsoft... 061
5896 K 10544 K 6240 Windows Audio Device Grap... Microsoft Corporation (Werfied) Microsoft... QW62
3284 K 11180 K 1468 Host Process for Windows 5... Microsoft Corporation (Verfied) Microsoft... 0761
4,508 K 14552 K 1578 Host Process for Windows 5... Microsoft Corporation (Verfied) Microsoft... 0761
hh32 K 13,872 K 1684 Spooler SubSystem App Microsoft Corporation (Merfied) Microsoft... 0762
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TaTmy Statistics Documentation FAQ About Join our community Sign in

Antivirus Result Update

Driveb Program.Unwanted. 341 20170314

20170314

Palo Alto Networks (Known Signatures) generic.pup

Rising Malware.Undefined!8.C {(cloud:yVgMiZvAzKT)

] 20170314
AegisLab < 20170314
AhnlLab-V3 ] 20170314
Alibaba ¥ 20170228
AlYac o 20170314
Antiy-AVL ] 20170314
Arcabit < 20170314
Avast < 20170314
AVG < 20170314
Awvira (no cloud) (] 20170314
AVware ] 20170314
Baidu o 20170314
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\ [E5]csrss exe 1.300 K 3748 K 456 Client Server Rurtime Process Microsoft Corporation (Verfied) Microsoft... 0/62
| = [m2] wininit .exe 1168 K 4760 K 520 Windows Start-Up Application  Microsoft Corporation (Verfied) Microsoft... 0/60
i [=] [m=]services exe Je43 K 6,932 K h84 Services and Controller app Microsoft Comporation (Verfied) Microsoft... 0/60
i [l [#z] swchost exe 8.084 K 22116 K 672 Host Process for Windows S... Microsoft Corporation (Verfied) Microsoft... 0/61
i ﬁWmiF‘rvSE.exe 1517 A543 K 13240 K 2700 WMI Provider Host Microsoft Comporation (Verfied) Microsoft... 0/62
| [ 0.16 24 260 K 60232 K
i Susp... 7h244 K 133288 K
: Window > |44328K
i [n=] SettingS 12684 K 4672 Host Process for Setting Syn... Microsoft Corporation (Verfied) Microsoft... 0/62
i [z smartscr Set Affinity... 23652 K 5036 SmartScreen Microsoft Corporation (Verfied) Microsoft... 0/61
i [=]unsecap Set Priority 5 6500 K 3024 Sink to receive asynchronou... Microsoft Corporation (\erfied) Microsoft... 0/61
| [z] InstallAg 10532 K 1372 InstallAgent Microsoft Corporation (Verfied) Microsoft... /60
| [=] InstallAg Kill Process Del 10,100 K 4916 InstallAgent UserBroker Microsoft Comporation (Verfied) Microsoft... D/E2
? IEI- Kill Process Tree Shift+Del LS : : : :
! [nz] dlhost & 5628 K 6596 COM Sumogate Microsoft Corporation (\erfied) Microsoft... 0/61
| ﬁWmiF‘nr.‘ Restart 8268 K 7132 WMI Provider Host Microgoft Corporation (Verfied) Microsoft... 0/62
i @svd{ Suspend > 10,748 K 776 Host Process for Windows S... Microsoft Corporation (Verfied) Microsoft... 0/61
1 [nz] svchosts 252K 924 Host Process for Windows 5... Microsoft Corporation (Verfied) Microsoft... 061
i [l [#=] svchost exe Create Dump » |65028 K 948 Host Process for Windows 5... Microsoft Corporation (Verfied) Microsoft... 0/61
i [z WUDFE 7524 K 1156 Windows Driver Foundation -... Microsoft Corporation (Verfied) Microsoft... 059
1 [aZ]dasHost Check VirusTotal 13248 K 2216 Device Association Framewo... Microsoft Corporation {(Verfied) Microsaft... 0461
i =l [n=] svchost exe _ 71,168 K 404 Host Process for Windows 5... Microsoft Corporation (Verfied) Microsoft... 0/61
i [aZ]sihost e Properties... 27952 K 4088 Shell Infrastructure Host Microsoft Comporation {(Verfied) Microsoft... 0/62
i Search Online... Ctrl+ M 31548 K 3240 Host Process for Windows T... Microsoft Corporation (Verfied) Microsoft... 0/62
~ . . 35596 Driverllpdate SlimWare Ltiities, Inc. {(Verfied) Slimware...
i 0.05 14,080 K 26228 K B892 Host Process for Windows 5... Microsoft Corporation (Verfied) Microsoft... 0/61
1 [#z] swchost exe 10,228 K 22688 K 1064 Host Process for Windows 5... Microsoft Corporation (Verified) Microsoft... 0/61
i [n=] svchost exe Th4E K 17276 K 1332 Host Process for Windows 5... Microsoft Corporation (\erfied) Microsoft... 0/61
1 = [#z] swchost exe 2428 K 5130 K 1424 Host Process for Windows 5... Microsoft Corporation (Verified) Microsoft... 0/61
i [a=]audiodg.exe 5928 K 10692 K &240 Windows Audio Device Grap... Microsoft Corporation (Verfied) Microsoft... 0/62
i [z svchost exe 3264 K 11,156 K 1468 Host Process for Windows 5... Microsaoft Comporation (Verfied) Microsoft... 061
i [n=] swchost exe 4524 K 14,556 K 1576 Host Process for Windows 5... Microsoft Corporation (Verfied) Microsoft... 0/61
1 @spuulsv.exe hhd2K 13.852 K 1684 Spooler SubSystem App Microsoft Comporation (Verfied) Microsoft... 062
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Name

[ accesschk.exe

(%] accesschktd.exe
ﬁ AccessEnum.exe

[@ AdExplorer.chm
- ADExplorer.exe
% ADInsight.chm
% ADInsight.exe
(7] adrestore.exe
(% Autologon.exe
@ autoruns.chm
3 Autonus

3 Autorunstd.exe

3 autorunsctd.exe

E Bginfo.exe

@ Cacheset.exe
[ Clockres.exe
[ Clockres6d.exe
[ Contig.exe
[ Contigbd.exe
(7] Coreinfo.exe

s —

cted 1.38 MB

~

SysinternalsSuite

Date modified

2/19/2017 8:28 AM
2/19/2017 8:29 AM
2/19/2017 8:28 AM
2/19/2017 8:28 AM
2/19/2017 8:28 AM
2/19/2017 8:28 AM
2/19/2017 8:28 AM
2/19/2017 8:28 AM
2/19/2017 8:29 AM
2/19/2017 8:29 AM
2/19/2017 8:29 AM
2/19/2017 8:29 AM
2/19/2017 8:23 AM
2/19/2017 8:29 AM
2/19/2017 8:28 AM
2/15/2017 8:28 AM
2/19/2017 8:28 AM
2/19/2017 8:28 AM
2/19/2017 8:28 AM
2/19/2017 8:28 AM
2/19/2017 8:28 AM

Type

Application
Application
Application

Compiled HTML ...

Application

Compiled HTML ...

Application
Application
Application

Compiled HTML ...

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Size

760 KB
394 KB
171 KB
50 KB
469 KB
393 KB
2,369 KB
147 KB
136 KB
S0KE
700 KB
825 KB
616 KB
726 KB
2,002 KB
151 KB
137KB
152 KB
243 KB
263 KB
872 KB
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(85| accesschk.exe
(85| accesschkdd.exe
:;\é AccessEnum.exe
@ AdExplorer.chm
A4 ADExplorer.exe
2 ADInsight.chm
‘Ef ADInsight.exe
(=] adrestore.exe
[ag] Autologon.exe
@ autoruns.chm

‘= Autoruns.exe

‘= Autorunstd.exe

‘= autorunsc.exe
‘= autorunschd.exe

E Bginfo.exe
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2/19/2017 8:29 AM  Application
2/19/2017 8:29 AM  Application
2/19/2007 8:28 AM  Application
2/19/2007 8:28 AM  Application
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Size

760 KB
394 KB
171 KB
50 KB
469 KB
393 KB
2,369 KB
147 KB
136 KB
50 KB
700 KB
825 KB
616 KB
726 KB
2,002 KB
151 KB
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File Entry Options User Help
L'd i'] }’a Filter: |
I"l Winsock Providers iz Print Monitors % LSA Providers L' Network Providers :E{ﬂ WMI

3 Everything % Logon ¢ Explorer 8 Wdﬁeduled Tasks % Services Drivers @ Codecs [ Boot Execute
Autorun Entry Description Publisher Timestamp Wirug Total
ﬁ HKLMA\SOFTWARE \Microsoft ' Windows Autoruns Scan Options 2327 1:11 PM

t WindowsDefender  WindowgAefender ng . 9/7/2016 12:50 AM
@’ HKCU\SOFTWARE \Microsoft\Winfows'\CumertV| []5can only per-user locations 3152017 10:15 PM

@ Onelrive Microgoft OneDrive Verify code signatures N 1243720016 1215 AM

B Skype Skyp Chedk Vint=Totl.com . 2/B/2017 4:15 AM

e SlimCleaner Plus SlimClagner Plus ] 1072572016 416 PM
gl HKLM\SOFTWARE \Microsoft\Activi\getup'Instal e 7/16/2016 7:48 AM

g Microsoft Windows  Windows Brerem ... 7152016 10:25 PM
ﬁ HELMSOFTWARE \Wow6432Node \Micros TA62016 748 AM

ml Microseft Windows  Windows Mail \ngmm files“windows mail... 77152016 10:25 PM
ﬁ HELM*Software"Classes' ™ ShellB\Contes¢ MenuHandlers 74162016 745 AM

|2 EPP Microsoft Securty Client Shell ... Microsoft Corporation c:\program files'windows defe... 5/7/2016 12:50 AM
ﬁ HELM*Software"Classes DriveShell Ex\Context MenuHandlers 74162016 745 AM

| EPF Microsoft Security Client Shell ... Microsoft Corporation cprogram files“windows defe... 9/7/2016 12:50 AM
ﬁ HELM"Software Classes \Directon™Shel BX\Context MenuHandlers 7162006 745 AM

| EPF Microsoft Security Client Shell ... Microsoft Corporation cprogram files“windows defe... 9/7/2016 12:50 AM
£ Task Scheduler

n “DriverUpdate Scan DriverlUpdate SlimWare Ltilties, Inc. cprogram files (86 driverup... 3792017 430 PM

n “DriverUpdate Sta... DriverlUpdate SlimWare Ltilties, Inc. cprogram files (86 driverup... 3792017 430 PM

] n “WMicrosaftWWindo... cwindows syswowEd \appidp...

] n “WMicrosaftWWindo... cwindows syswowsd \appidc...

n “WMicrosaftWWindo... cwindows syswowbid\ngctas...

n “WMicrosaftWWindo... cwindows syswowbid\ngctas...

] n “WMicrosaftWWindo... cwindows syswowbd wsgme...

n “WMicrosaftWWindo... cwindows syswowbd \storag ...

] n “WMicrosaftWWindo... cwindows syswowidangua...

] n “WMicrosaftWWindo... cwindows syswowb4d \mapsu...

E—iﬂ “WMicrosaftWWindo... cwindows'system 32 gathem... 716720016 742 AM
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L'd ﬁ'] }E Filter: |
i.’\ Winsock Providers iz Print Monitors @ L5A Providers L Network Providers -.Efﬂ WHMI
‘2 Everything % Logaon :J Explorer Q Internet Explorer [,j Scheduled Tasks % Services Drrivers @ Coders E Boot Execute
Autorun Entry Description Publisher Image Path Timestamp Wirus Total
@ HKLM\SOFTWARE\Microsoft\Windows\CumentVl utoruns Scan Options x| 2/3/2017 111 PM
Ea WindowsDefender Windows Defender ng vindows defe... 5/7/2016 12:50 AM
@ HKCU\SOFTWARE\Microsoft\Windows"\Currenti [15can only per-user locations | 3/15/2017 10:15 PM
@& OneDrive Microzaft OneDrive Verify code signatures ipdatatlocalt... 12132016 12:15 AM
a Slype Sloype [] Check VirusTatal.com 6] sloypetp... 2782017 415 AM
o SlimCleaner Flus SlimCleaner Flus ] submit Unknonn I limcleaner plu... 104252016 416 PM
i HKLM\SOFTWARE \Microsoft \Active Setup'Instal HEmIE Hnann fnages | 7/16/2016 7:48 AM
m Microsoft Windows  Windows Mail Pescan Cancel vindows mail... 7/15/2016 10:25 PM
ﬁ’ HKLM'&SDFFWAHE\WuwHBENude\MicmsuﬂM TA6/2016 748 AM
g Microsoft Windows  Windows Mail Microsoft Comporation ;

ﬁ HELM"SoftwareClasses™ ™ Shel BX\Context MenuHandlers

|& EPF Microsoft Securty Client Shell ... Microsoft Corporation
ﬁ“ HELM"SoftwareClasses Drive\Shel B\ Context MenuHandlers

|& EPF Microsoft Securty Client Shell ... Microsoft Corporation
ﬁ HELM"SoftwareClasses'Directory . Shel Ex"Context MenuHandlers

|%| EPP Microsoft Securty Client Shell ... Microsoft Corporation
5] Task Scheduler

n “Diverlpdate Scan Driverllpdate

n “Driverlpdate Sta... Driverllpdate

O Bl ‘Microsoft\Windo...

O Bl “Microsoft\Windo...

B} *Microsoft\Windo...

[} Microsoft\Windo...

L1 [l “Microsoft\Windo...

B “Microsoft\Windo...

O] B “Microsoft\Windo..

O Bl “Microsoft\Windo...

2| “\Microsoft\Windo...

SlimWare Lttilities, Inc.
SlimWare Lttilities, Inc.

WYirusTotal Terms of Service

Yeu must agree to VirusTotal's terms of service to use VirusTotal
features.

cwindows syswowed\appidc...

cwindows syswowed\ngctas...

cwindows syswowEd\ngctas...

cwindows syswowbd wsgmc...

cwindows syswowbdstorag...

cwindows syswowedangua. ..

cwindows syswowbd \mapsu...
cwindows'system 32 gathem... 7162016 742 AM
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L'd @ }’a Filter: | |
& Winsock Providers iz Print Monitors @ LSA Providers L* Network Providers -.’Ea:ﬂ WHMI
2 Everything % Logon :J Explarer @ Internet Explarer l,j Scheduled Tasks % Services Drrivers @ Codecs E Boot Execute
Autarun Entry Description Publisher Image Path Timestamp Wirus Tatal
ﬁ HELMSY'STEMYCumentControl Set™\ControlSafe Boot Atemate Shell 7162016 748 AM
Bl cmd exe Windows Command Processor  (Verfied) Microsoft Windows cwindows syswowbdomd exe 71572016 5:40 PM 0/62
ﬁ’ HECLASOFTWARE \Microsoft ' Windows \Cument Version . Run 3572017 10:15 PM
i OneDrive Microsoft OneDrive (Verified) Microsoft Corporation ¢ wsersthiker'appdata®localt... 12132016 12:15 AM 0/62
a Sloype Sloype (Verfied) Slype Software Sad o \program files (<86) slype’p... 27872017 415 AM 060
0 SlimCleaner Plus SlimCleaner Plus (Verified) Slimware Ltilties Hold... c:\program files slimcleaner plu... 10/25/2016 4:16 PM 2/55
ﬁ HELMYSOFTWARE \Microsoft*\ Active Setup*lnstalled Components TA652016 748 AM
| nfa Microsoft .MET IE SECURITY ... (Verfied) Microsoft Comporation  cwindows'gystem32'mscore... 57182016 10:48 PM 0s58
ﬁ HELMYSOF TWARE \Wow643Z2Node \Microsoft\Active Setup*Installed Compaonents 62016 748 AM
| nfa Microsoft .MET IE SECURITY ... (Verfied) Microsoft Corporation ¢ windows gyswowb4\mscon... 57182016 11:15 PM 060
ﬁ’ HELMA\SOFTWARE Microsoft ' Windows \Cument Version \Explorer’.Shell ServiceObjects 762016 7:45 AM
|%] Metwork Tray S50 cwindows gyswow 64 pnidui.dll The system cannot find the file ..
5] Task Scheduler
n “Driverlpdate Scan Driverlpdate (Verfied) Slimware Ltilties Hold... c\program files g86)\driverup... 3/9/2017 4.3 3761
n “Diiverlpdate Sta... DriverUpdate (Verified) Slimware Ltilties Hold... ¢ ‘program fileg 86)\driverup... 3/9/2017 4: 3761
a “Microsoft\Windo... cwindows syswowbd \pstask... ind the file ...
U] a “WMicrosoft \Windo... cwindows gyswowbd \device. .. The system cannot find the file ...
n “Microsoft\Windo... cwindows syswowbd device. .. The system cannat find the file ...
a “WMicrosoft '\ Windo... o windows syswowbd fhtask dll The system cannat find the file ...
a “Microsoft \Windo... cwindows syswowbd\musno ... The system cannot find the file ..
[#=] “Microsoft"Windo... Microsoft Malware Protection C... (Verified) Microsoft Corporation  ¢:'program files'windows defe . 3/4/2017 2:27 AM 0/61
[#z] “MicrogaftWinda... Microsoft Malware Protection C... (Verfied) Microsoft Compaoration  ¢\program files'windows defe... 3/4/2017 2:27 AM 0/61
[#=] “Microsoft"Windo... Microsoft Malware Protection C... (Verified) Microsoft Corporation  ¢:'program files'windows defe . 3/4/2017 2:27 AM 0/61
[#=] “Microsoft"Windo... Microsoft Malware Protection C... (Verified) Microsoft Corporation  ¢:'program files'windows defe . 3/4/2017 2:27 AM 0/61
ﬁ “MNCH Software™Vi... VideoPad Video Editor (Verfied) NCH Software c:\program files 086)'nch soft... 271672017 823 PM 0/62
[#=] “OneDrive Standa... Standalone Updater (Verfied) Microsoft Corporation  clwsersthikerappdatatocal... 12132016 12:18 AM 0/62
l “Safer-Metworking... Spybot Anti-Beacaon (Verified) Safer-Metworking Lid. o \program files £86)\spybot 3. 12/31/1565 8:00 PM 0/60
o “SlimCleaner Plus ... SlimCleaner Plus (Verfied) Slimware Ltilties Hold... c:\program files\slimcleaner plu... 10/25/2016 4:16 PM 2/59
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L'ﬂ ﬂ }’3 Filter: | |
I-"t Winsock Providers iz Print Monitors ® LSA Providers L Network Providers -E:ﬂ WWMI
3 Everything % Logaon J Explorer ﬂ Internet Explorer hj Scheduled Tasks % Services Drivers Codecs E Boot Execute |:
Autorun Entry Description Publisher Image Path Timestamp Virus Total
ﬁ HELM®SY S TEM \CumrentControl Set\Control.Safe Boot  Altemate Shell TA16/2016 748 AM
Bl cmd .exe Windows Command Processor  (Verfied) Microsoft Windows cwindows syswowbd \emd exe 7/15/2016 9:40 PM 0762
ﬁ HKCILMNSOF TWARE Microsoft \Windows Cument Version Run 3152017 10:15 PM
@ Onelrhve Microsoft OneDrive (Verfied) Microsoft Corporation ¢ 'wsers“hiker\appdata®ocalt... 1241372016 12:15 AM 0762
a Skype Skype (Verfied) Skype Software Sal  c\program files (86} skypetp... 282017 415 AM 060
] o SlimCleaner Flus SlimCleaner Flus (Verfied) Slimware |tilties Hold... c\program files\slimcleaner plu... 10/25/2016 4:16 PM 2/55
ﬁ HELMSOF TWARE Microsoft'\Active Setuptnstalled Components TA652016 748 AM
|2 nfa Microsoft MET IE SECURITY ... (Merfied) Microsoft Corporation  c\windows'system32\mscore... 5/18/2016 10:48 PM 0/58
ﬁ HELM\SOF TWAREWow6s432Node Microsoft \Active Setup*Installed Components TA1652016 748 AM
|2 nia Microsoft MET IE SECURITY ... (Verfied) Microsoft Corporation  c\windows syswowgd'\mscon... 5182016 1119 PM 0760
ﬁ HELMYSOF TWARE Microsoft \WindowsCurrent Version' Explorer’. Shell Service Objects TA16/2016 745 AM
|2] Network Tray 550 c:windows syswow 64 \pnidui dll The system cannot find the file ...
L =Task Scheduler
L] n “DriverlUpdate Scan Driverlpdate (Verfied) Slimware |tilties Hold... c\program files (86)'\driverup... 3/9/2017 4:30 PM 3761
. ] n “DriverUpdate Sta... Drhiverlpdate (Verfied) Slimware Ltilities Hold... c:'\program files 86 \diverup... 3792017 4:30 PM 361
i c:windows \syswowbd\pstask. . The system cannot find the file ...
] n “Microsoft\Windo.... ¢ windows syswowbd \device .. The system cannot find the file ...
n “Microsoft\Windo.... ¢ windows syswowbd \device... The system cannot find the file ...
n “Microsoft\Windo ... o windows syswowb4 \Thtask dll The system cannot find the file ...
n “Microsoft\ Windo.... c:windows \syswowb4\musno .. The system cannot find the file ...
(5] “Microsoft*Windo... Microsoft Malware Protection C... (Verfied) Microsoft Corporation  ¢:\program files‘windows defe... 3/4/2017 2:27 AM 0781
(=] “Microsoft'Winda... Microsoft Malware Protection C... (Verfied) Microsoft Corporation  ¢:\program files‘windows defe... 3/4/2017 2:27 AM 0761
2] “Microsoft'Windo... Microsoft Malware Protection C... (Verfied) Microsoft Corporation  ¢:program files'windows defe... 3/4/2017 2:27 AM 0761
[85] “Microsoft'Windao... Microsoft Malware Protection C... (Verfied) Microsoft Corporation  ¢:\program files'windows defe... 3/4/2017 2:27 AM 0761
WWCH SoftwareVi... VideoPad Video Editor (Verfied) NCH Software cprogram files 86 \nch saft... 271672017 8:23 PM 0762
=] “OneDrive Standa... Standalone Updater (Verfied) Microsoft Corporation ¢ 'wsers“hiker\appdata®ocalt... 121372016 12:18 AM 0762
l “Safer-MNetworking... Spybot Anti-Beacon (Verfied) Safer-Metworking Lid.  c\program files (<BE)\spybot a... 12/31/1565 2:00 PM 060
] e “SlimCleaner Plus ... SlimCleaner Plus (Verfied) Slimware |tilties Hold... c\program files\slimcleaner plu... 10/25/2016 4:16 FM 2/85
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“'t Winsock Providers

Help

Filter: |

Q Print Maonitors

@ LSA Providers

L Network Providers

B WM

O} Everything é Logaon MJ Explorer ‘ﬁ Internet Explarer l,j Scheduled Tasks % Services Dirivers Codecs E Boot Execute E
Autorun Entry Description Publisher Image Path Timestamp Vius Total

] ‘:‘! SlmService Services SimWare Lilties app... (Verfied) Slimware Lkilties Hold... c\program files'slimservice'sli... 8/29/2016 4:35 PM 1/55

|2 SNMPTRAF Receives trap messages gener... cwindows \syswowb4d \snmptr... The system cannot find the file ...
|#] SSDPSRV Discovers networced devices ... cwindows syswowbd \esdpsr .. The system cannot find the file ...
| SstpSve Provides support forthe Secur... cwindows syswowbd \sstpsy . The system cannot find the file ...
(=] WdNisSve Helps guard against intrusion a... (Verfied) Microsoft Corporgtion  o\program files'windows defe... 7/15/2016 10:24 FM 0/61

[#z] WinDefend Helps protect users from malwa... (Verfied) Microsoft Corporation  o\program files'windows defe... 3/4/°2017 2:34 AM 060

%] wisve Wisve cwindows syswowbd flightse.. The system cannot find the file ...
|2 worlkfolderssve This service syncs files with th... cwindows syswow b wardo. . The system cannot find the file ...
|#] WpnlserService  This service hosts Windows no_. cwindows \syswowb4d \wpnus ... The system cannot find the file ...

ﬁ HELM"System™CumentControl Set™Services 315207 10:17 PM

|#] ahcache Cache Compatibility Data and ... cwindows \syswowb4d \drivers .. The system cannot find the file ...
|%] amdsata cwindows syswowbd \drivers.. The system cannot find the file ...
|%] bowser Implements the kemel datagra... cwindows \syswowb4d \drivers .. The system cannot find the file ..
|#] chtdvbd cwindows syswowbd \drivers .. The system cannot find the file ...
|%] CNG cwindows syswow b4 \drivers... The system cannot find the file ...
[#] de3d Fitter Driver for ldentfication of ... (Verfied) Microsoft Coporation  ofwindows'system 32 drivers'... 11/6/2015 314 FM /61

|#] EhStorTegDr cwindows syswowb4d \drivers... The system cannot find the file ..
|%] Hidlr cwindows \syswowb4 \drivers .. The system cannot find the file ...
|%] HTTF HTTF Service cwindows syswowbd \drivers.. The system cannot find the file ...
|#] iaLPS53_12C Intel{R) Serial 10 12C DrivervZ  (Verfied) Intel Corporation - Em... ciwindows'system32'drivershi... 3/2/2016 10:06 FM 0/59

|#] iaLP5Si_GFIO Intel{R) Seral 10 GPIO Contrall... (Verfied) Intel Comporation - Clie... oiwindows'system32'drivershi... 2/2/2015 5:00 AM /61

|#] iaLPSSi_|2C cwindows syswowbd \drivers... The system cannot find the file ...
[%] LSI_SASZ cwindows \syswowb4d \drivers .. The system cannot find the file ...
|2] mountmgr Driver responsible with mairtai... cwindows syswowb4d \drivers... The system cannot find the file ..
|%] Msfs cwindows \syswowb4d \drivers .. The system cannot find the file ..
|#] MsRPC cwindows syswowbd \drivers .. The system cannot find the file ...
%] MuidFltr Fitter Driver for Microsoft Hard...  (Merfied) Microsoft Corporation  ciwindows'system32'driversh... 10/27/2015 215 FM 056

|#] pcmcia cwindows \syswowb4\drivers .. The system cannot find the file ...
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Help

Filter: | |

iz Print Monitors

@ LSA Providers

L' Network Providers

B WML

O} Everything % Logon J Explorer ‘ﬁ Internet Explarer l,j Scheduled Tasks % Services Dirivers Coders E Boot Execute E
Autorun Entry Description Publisher Image Fath Timesgtamp Wirus Total
[%] LSI_SASZ cwindows syswowbd \drivers .. The system cannot find the file ...
|%] mountmgr Driver respongible with mairtai... cwindows syswow b4 \drivers... The system cannot find the file ...
| Msfs cwindows \syswowbd \drivers ... The system cannot find the file ...
|#] MsRPC cwindows syswow b4 \drivers... The system cannot find the file ...
[%] MuidFr Fitter Driver for Microsoft Hard...  (Verfied) Microsoft Corporation  olwindows'system32hdrivers'... 107272015 215 FM /56
|%] pocmcia cwindows syswowb4d \drivers... The system cannot find the file ..
|%] rspndr Link-Layer Topalogy Discovery... cwindows \syswowb4 \drivers .. The system cannot find the file ...
%] s Enables connectivity from Win... cwindows syswowbd \drivers .. The system cannot find the file ...
] [#] SWDLUMon Driver Update Installer Monitor  (Merfied) SlimWare Utilities Inc.  c’windows'system32\driversh... 7/20/°2010 10:13 AM 1761
|%] TPM Etpm.inf, % TPMDesc ™ TPM D cwindows \syswowbd \drivers ... The system cannot find the file ...
|#] USBSTOR cwindows syswowbd \drivers... The system cannot find the file ...
[%] VBooxDrv WirtualBox Support Driver (Verfied) Oracle Corporation cwindows system32hdrivers'. .. 3782017 10:55 AM 0/61
[ VBoxNetAdp WirtualBox MDIS 6.0 Host-Only ... (Verfied) Oracle Corporation cwindows system32driversh... 3782017 10:55 AM 059
|%] WBeoxMetLwf cwindows \syswowb4 \drivers .. The system cannot find the file ...
| VBoxlUSEMon WirtualBox USE Monitor Driver  (Verfied) Oracle Corporation cwindows system32driverst. .. 3782017 10:55 AM 0761
%] whf Kemel mode driver that implem... cwindows syswow b4 \drivers... The system cannot find the file ...
%] wmbus cwindows \syswowbd \drivers ... The system cannot find the file ...
|2] wolmgr cwindows syswowbd \drivers... The system cannot find the file ...
|%] WacomPen cwindows \syswowb4d \drivers .. The system cannot find the file ...
|2 wanamvh Remote Access IPve ARP Driver cwindows syswowb4d \drivers... The system cannot find the file ..
|%] WFPLWES Microsoft Windows Filttering Pla... cwindows \syswowb4 \drivers .. The system cannot find the file ...
%] WmiAcpi cwindows syswowbd \drivers .. The system cannot find the file ...
|%] yukorwd cwindows syswowbd \drivers.. The system cannot find the file ...
ﬁ HELMSOF TWARE Classes \Htmlfile".Shell"\Open*Command*(Default) 2037207 1:09 PM
:-——‘;, C:\Program Files™l... Intemet Explorer (Verfied) Microsoft Corporation  o\program fileshintemet explor... 37472017 2:25 AM 060
i HKLM\System" CumrentControl Set* Control*. Session Manager'KnownDils 71652016 748 AM



Privacy Settings

In Windows 10



Get going fast

Change these at any time. Select Use Express settings to:

Personalize your speech, typing, and inking input by sending contacts and calendar details, along
with other associated input data to Microsoft. Let Microsoft use that info to improve the suggestion
and recognition platforms.

Let Windows and apps request your location, including location history, and use your advertising 1D
to personalize your experiences. Send Microsoft and trusted partners some location data to improve
location services.

Help protect you from malicious web content and use page prediction to improve reading, speed up
browsing, and make your overall experience better in Windows browsers. Your browsing data will be

sent to Microsoft.

Automatically connect to suggested open hotspots and shared networks. Mot all networks are
secure.

Send error and diagnostic information to Microsoft.
Learn more

Customize settings

. l;' Back
-

Use Express settings



Customize settings

Personalization

Personalize your speech, typing, and inking input by sending contacts and calendar details, along
with other associated input data to Microsoft.

On l

Send typing and inking data to Microsoft to improve the recognition and suggestion platform.

(8] l

Let apps use your advertising ID for experiences across apps.

On l

Location

Let Windows and apps request your location, including location history, and send Microsoft and
trusted partners some location data to improve location services.

(8]] l

Back

Mext



Customize settings

Personalization

Personalize your speech, typing, and inking input by sending contacts and calendar details, along
with other associated input data to Microsoft.

off |

Send typing and inking data to Microsoft to improve the recognition and suggestion platform.
Off B

Let apps use your advertising ID for experiences across apps.
off 0

Location

Let Windows and apps request your location, including location history, and send Microsoft and
trusted partners some location data to improve location services.

Back

Mext



Customize settings

Browser and protection

Use SmartScreen online services to help protect against malicious content and downloads in sites
loaded by Windows browsers and Store apps.

off |

Use page prediction to improve reading, speed up browsing, and make your overall experience
better in Windows browsers. Your browsing data will be sent to Microsoft.

off |

Connectivity and error reporting

Automatically connect to suggested open hotspots. Not all networks are secure.
off B

Automatically connect to networks shared by your contacts.
Off R

Send error and diagnostic information to Microsoft.

rF
o

Back

Mext



Customize settings

Browser and protection

Use Smart5creen online services to help protect against malicious content and downloads in sites
loaded by Windows browsers and Store apps.

Off |

Use page prediction to improve reading, speed up browsing, and make your overall experience
better in Windows browsers. Your browsing data will be sent to Microsoft.

Off |

Connectivity and error reporting
Automatically connect to suggested open hotspots. Not all networks are secure.
off 0

Automatically connect to networks shared by your contacts.
off B

Send error and diagnostic information to Microsoft.

(8] l

Back

Mext



Customize settings

Browser and protection

Use Smart5creen online services to help protect against malicious content and downloads in sites
loaded by Windows browsers and Store apps.

Off |

Use page prediction to improve reading, speed up browsing, and make your overall experience
better in Windows browsers. Your browsing data will be sent to Microsoft.

Off |

Connectivity and error reporting

Automatically connect to suggested open hotspots. Not all networks are secure.
off 0

Automatically connect to networks shared by your contacts.
off B

Send error and diagnostic information to Microsoft.

Back

Mext



Just a moment...



Get your files here, there, and everywhere

You already know about OneDrive - you have 309.7 MB of files in it. With Windows 10, new docs and
pics will be saved fo OneDrive. When you choose to save them there, you can get to them from your
phone or tablet and still have them on this PC.

LR IR N I

dqeess s nne

X RE RN

Save new files only to this PC by default

r I




Meet Cortana

Cortana is your sidekick, ready to help with anything that keeps you super, heroic, or just on time.

To let Cortana provide personalized experiences and relevant suggestions, Microsoft collects and uses
information including your location and location history, contacts, voice input, speech and handwriting
pattemns, typing history, searching history, calendar details, content and communication history from
messages and apps, and other information on your device. In Microsoft Edge, Cortana uses your
browsing history. You can always tinker with what Cortana remembers in the Notebook and disable

Cortana in Microsoft Edge.

In short, I'm your personal assistant and sidekick.
Ready when you are.

Learn more

{.-l? Nor oW I ...... U Se Cortana .....
- h J




Recycle Bin

S | D

X

i ias) Filters \/

Best match

Privacy settings
System settings

Settings

¢3¢ Webcam privacy settings
£5¢ Radio privacy settings

¢3¢ Messaging privacy settings
£5¢ Location privacy settings
Search suggestions

/O privacy - Search the web

L privacyguard

L privacy pop
L privacyguard login
Store

B3 Tips for Privacy Drive

privacy

(Ch

2:43 PM
AR B 500007



Settings

£02  PRIVACY

Location

Camera

Microphone l},
Speech, inking, & typing
Account info

Contacts

Calendar

Messaging

Radios

Other devices

Find a setting

Change privacy options

Let apps use my advertising |D for experiences across apps
(turning this off will reset your ID)

@ o

Turn on SmartScreen Filter to check web content (URLs) that
Windows Store apps use

@ off

send Microsoft info about how | write to help us improve typing
and writing in the future

@ off

Let websites provide locally relevant content by accessing my
language list

@ D off

Manage my Microsoft advertising and other personalization info

Privacy Statement

2:44 PM

~ B o) E 3/12/2017



«— Settings

£03  PRIVACY
General

Location

Camera

Microphone

Speech, inking, & typing
Account info

Contacts

Calendar

Messaging

Radios

Other devices
Feedback & diagnostics

Background apps

Find a setting

Location
If this setting is on, each person who signs in to this device can

change their own location settings. If it's off, location is off for
everyone who signs in.

Location for this device is off

Change

When location services for this account are on, apps and services
you allow can request location and location history.

If an app is using your location, you'll see this icon; @

Location history

When location is on, the locations obtained to meet the needs of
your apps and services will be stored for a limited time on the
device. Apps that have access to these stored locations will appear
below.

Clear history on this device

Clear



«— Settings

£03  PRIVACY
General
Location
Camera
Microphone
Speech, inking, & typing
Account info
Contacts
Calendar
Messaging
Radios

Other devices

Feedback & diagnostics

Background apps

Find a setting

Privacy Statement

Choose apps that can use your location

App connector
:
E Mail and Calendar
Microsoft Edge
Sites still need permission
M5N News
ﬂ MSN Weather
Search
Uses location history




< Settings = X

§03  PRIVACY Find a setting Je

Microsoft Edge

Sites still need permission
Location

MSN News
Camera

M5N Weather
Microphone ﬂ

Speech, inking, & typing E Search
Uses location history

Account info

General

Contacts
Windows Maps
Calendar Uses location history %
Messaging
Geofencing
Radios

A geofence is a boundary around a place of interest, and apps can
use your location to see if you're crossing in and out of one. To
stop apps from using your location for geofencing, turn off location
for those apps.

Other devices

Feedback & diagnostics
None of your apps are currently using geafencing.

Background apps




< Settings
£03  PRIVACY
General
Location
Camera [/\\3
Microphone
Speech, inking, & typing
Account info
Contacts
Calendar
Messaging
Radios

Other devices

Feedback & diagnostics

Background apps

Find a setting

Camera

Let apps use my camera
@ on
Privacy Statement

Learn more about camera privacy settings

Choose apps that can use your camera

Some apps need access to your camera to work as intended.
Turning off an app here might limit what it can do.

App connector @D on
LE
E Microsoft Edge m On

E OneMNote m On




«— Settings

£03  PRIVACY
General
Location
Camera
Microphone
Speech, inking, & typing
Account info
Contacts
Calendar
Messaging
Radios

Other devices

Feedback & diagnostics

Background apps

Find a setting

Microphone

Let apps use my microphone
@ on

Privacy Statement

Choose apps that can use your
microphone

Some apps need access to your microphone to work as intended.
Turning off an app here might limit what it can do.

E Microsoft Edge m On
H Windows Vioice Recorder m On

E Xbox m On




«— Settings

£03  PRIVACY
General
Location
Camera
Microphone
Speech, inking, & typing
Account info
Contacts
Calendar
Messaging
Radios

Other devices

Feedback & diagnostics

Background apps

Find a setting

Getting to know you

We use info like contacts, recent
calendar events, speech and handwriting
patterns, and typing history to get to
know you better and to improve
Microsoft's products and services.

v know your voice and writing to
. We'll collect info like contacts,
nd handwriting patterns, and

Turn on tation and Cortana and clears what

Get to know me
Manage cloud info
Go to Bing and manage personal info for all your devices
Learn more about speech, inking, and typing settings

Privacy Statement




< Settings
£03  PRIVACY
General
Location
Camera
Microphone
Speech, inking, & typing
Accnuntlibnfo
Contacts
Calendar
Messaging
Radios

Other devices

Feedback & diagnostics

Background apps

Find a setting

Account Info

Let apps access my name, picture, and other account info
@ on

Privacy Statement

Choose the apps that can access your
account info

Some apps need to access your account info to work as intended.
Turning off an app here might limit what it can do.

Apps that need your permission to access your account info will
appear here. Go to the Store to get apps.




< Settings
£03  PRIVACY
General
Location
Camera
Microphone
Speech, inking, & typing
Account info
Cr::tntant:tsl.b
Calendar
Messaging
Radios

Other devices

Feedback & diagnostics

Background apps

Find a setting

Contacts

Privacy Statement

Choose apps that can access contacts

some apps need access to contacts to work as intended. Turning
off an app here might limit what it can do.

. App connector @D on
(&
E Mail and Calendar m On

Windows Shell Experience m On




< Settings = X

§03  PRIVACY Find a setting Je

General
Calendar

Location
Let apps access my calendar

@ on

Camera
Privacy Statement
Microphone
Speech, inking, & typing Choose apps that can access calendar

Some apps need access to your calendar to work as intended.
Turning off an app here might limit what it can do.

Contacts App connector @D on
(E
Calenﬁr

Messaging

Account info

E Mail and Calendar m On

Radios
Other devices

Feedback & diagnostics

Background apps




«— Settings

£03  PRIVACY
General
Location
Camera
Microphone
Speech, inking, & typing
Account info
Contacts
Calendar
Messagin%
Radios

Other devices

Feedback & diagnostics

Background apps

Find a setting

Messaging

Let apps read or send messages (text or MMS5)
@ on

Privacy Statement

Choose apps that can read or send
messages

some apps need to read or send messages to work as intended.
Turning off an app here might limit what it can do.

Apps that need your permission to read or send messages will
appear here. Go to the Store to get apps.




«— Settings

£03  PRIVACY
General
Location
Camera
Microphone
Speech, inking, & typing
Account info
Contacts
Calendar
Messaging
Radios

Other devices

Feedback & diagnostics

Background apps

Find a setting

Radios

some apps use radios—like Bluetooth—in your device to send and
receive data. Sometimes, apps need to turn these radios on and off
to work their magic.

Let apps control radios
@ on

Privacy Statement

Choose apps that can control radios

Apps that need your permission to control your radios will appear
here. Go to the Store to get apps.




< Settings = X

§03  PRIVACY Find a setting Je

General
e Sync with devices

eI Let your apps automatically share and sync info with wireless
devices that don't explicitly pair with your PC, tablet, or phone

Camera m on

Microphone Example: beacons

Choose apps that can sync with devices
Speech, inking, & typing

Privacy Statement

Account info

Other devices

Contacts

Other devices that allow you to control app access will appear here.
Calendar

Examples: Xbox One, TVs, projectors
Messaging
Radios

Other devices h

Feedback & diagnostics

Background apps




< Settings = X

§03  PRIVACY Find a setting Je
General
Feedback frequency
Location Windows should ask for my feedback
Camera Automatically (Recommended) [
Microphone AL
o . Once a day
Speech, inking, & typing
Once a week
Account info
Never
Contacts ) ) ) ) )
This option controls the amount of Windows diagnostic and usage
data sent to Microsoft from your device,
Calendar
Messaging Learn more about feedback & diagnostics settings
. Privacy Statement
Radios

Other devices

Feedback & diagnostics

Background apps




«— Settings

£03  PRIVACY
General
Location
Camera
Microphone
Speech, inking, & typing
Account info
Contacts
Calendar
Messaging
Radios

Other devices

Feedback & diagnostics

Background apps

Find a setting

Feedback frequency

Windows should ask for my feedback

Automatically (Recommended) R

Diagnostic and usage data

Basic
Enhanced I}

Full (Recommended) ) )
ws diagnostic and usage

data sent to Microsoft from your device,

Learn more about feedback & diagnostics settings

Privacy Statement




< Settings = X

£03  PRIVACY Find a setting pe

General

Let apps run in the background

Location Choose which apps can receive info, send notifications, and stay
up-to-date, even when you're not using them. Turning background
Camera apps off can help conserve power.
Microphone Privacy Statement L\}
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FileAlyzer RegAlyzer
Spybot — Search & Destroy©

Spybot — Search & Destroy is an adware and spyware removal tool used to protect users data from malware infection when using a Windows Operating
System. It was created in the year 2000 by engineering student Patrick Kolla-Ten Venne, when he discovered his PC was infected by the

Aureate/Radi imeSink programs. This invasion of privacy really exasperated him so he wrote a program to remove these infections,
which 2pybot Anti Beacon bot — Search & Destroy.
Spybot Anti-Beacon®©

—PY! 9

Spybot Anti-Beacon is a fool to disable telemetry and protect user privacy when using a Windows Operating System. It was created to address users’
concerns over Windows updates which automatically enabled options to send usage data to Microsoft.

FileAlyzer©

FileAlyzeris a tool to analyze files. It allows a basic analysis of files (showing file properties and file contents in hex dump form) and is able to interpret
comman file contents like resources structures (like text, graphics, HTML, media and PE).

Using FileAlyzer is as simple as viewing the regular properties of a file — just right-click the file you want to analyze and choose Open in FileAlyzer.

RegAlyzer®©

RegAlyzeris a tool to browse and change the registry. It was created because of a few features we missed in the original regedit tool, from support for
exotic value types over background and regular expression search to better bookmarks, displaying reg files in the accustomed style and a history view.

Additional free downloads can be found at the downloads section of our forum here: Spybot
Forum

https:/fwww.safer-networking.crg/spybot-anti-beacon/
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Download

Spybot Anti-Beacon comes in two flavours; as a standard installation or as a Portable Edition compatible with PortableApps.

Download v1.6 (installer) »

Download (Portable Edition)

Safer-Networking Download Section

Support Us

Spybot is maintained by a team of people very dedicated to privacy issues, many of which are working full-time on analysing masses of new threats
each week, and the response time from our support team is better than that of many a commercial vendor. We would appreciate it if you would honour
our efforts with a moderate donation.

Free Edition Corporate

What do you want to do with SpybotAntiBeacon-1.6-setup.exe (2.03 MB)?

From: download.spybot.info Save as Cancel
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Protection Optional Log  Frequently Asked Questions
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Telernetry Hosts:

Telernetry Services:

Telernetry Group Policy:

Consumer Experience Improvement Program (CEIP) Group Policy:
Consumer Experience Improvement Program (CEIP) Scheduled Tasks:
Application Impact Telemetry (AIT) Group Policy:

Steps Recorder Group Policy:

WiFi Sense (HotSpot Sharing) Group Policy:

Apps use advertising 1D:

PZP Windows Updates outside local network:

Sensors:

Handwriting Data Sharing:

Show options

no protection applied yet!

Immunize

e E———

no blocks yet!

no blocks yet!

no blocks yet!

no blocks yet!

no blocks yet!

no blocks yet!

no blocks yet!

no blocks yet!

no blocks yet!

no blocks yet!

no blocks yet!

no blocks yet!

Undo
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]
- full protection in place.
~
Telemetry Services: all blocked.
Telernetry Group Policy: all blocked.
Consumer Experience Improvement Program (CEIP) Group Policy: all blocked.
Consumer Experience Improvement Program (CEIP) Scheduled Tasks: all blocked.
Application Impact Telemetry (AIT) Group Policy: all blocked.
Steps Recorder Group Policy: all blocked.
WiFi Sense (HotSpot Sharing) Group Policy: all blocked.
|
Apps use advertising 1D: all blocked.
|
PZP Windows Updates outside local networl: all blocked.
|
Sensors: all blocked.
|
Handwriting Data Sharing: all blocked.
|
v

Show options ‘ Immur]*ige | Undo
by




